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Introduction 
 
Christopher Maternowski and Aditi Malhotra 
 
 

he sheer range of threats in the contemporary security environment exerts pressure on and 
tests Western defence establishments, including Canada, the US, and NATO. In addition to 
the threat of non-state actors, which topped defence agendas in the 2000s, supranational 

challenges like climate change have entered the scene, sophisticated technologies have become 
weaponized, and great-power competition and inter-state rivalries have re-emerged.1 This 
competition between states plays out in a host of venues and assumes different guises of varying 
intensity. The Russian invasion of Ukraine, a large-scale, open military confrontation, stands at one 
end of this force spectrum.2 On the other sits an array of relatively ambiguous non-traditional 
warfare tactics or non-military means—instances of foreign meddling in elections and cyber and 
information operations or disinformation campaigns designed to destabilize Western democracies. 
While observers can readily perceive open confrontation, recognizing, grasping, and responding to 
the spectrum of activities that stop short of overt war remains decidedly more difficult.3  

The spectrum of activities described above informs and guides this volume, which 
originated from a cross-border initiative, the “25th Annual Canada-US Army Operational Research 
Symposium” (October 18-21, 2021), focused on the “grey zone,” a term that encompasses the 
various operations that unfold “in the dangerous ‘grey’ area between peace and war.”4 Delving 
deeper into the subject, each of the six papers in this volume—a sampling of the symposium—
addresses a particular issue within the broader debate on this spectrum of activities, especially grey 
zone operations or warfare.5 This edition explores the “murky in-between” of the grey zone.6 It 
further establishes that the grey zone will be an agenda-setting—if not messy and contentious—
issue for policymakers on both sides of the border—and for the larger NATO alliance—in the 
years ahead.7  

Indeed, the shadowy grey zone has provoked debate, including on how to define this 
notoriously slippery term.8 The contributions that follow help to give shape and specificity to the 
hazy contours of grey zone activities. However, for the sake of conceptual clarity, this introduction 
broadly understands a grey zone operation as an “activity that is coercive and aggressive in nature, 
but that is deliberately designed to remain below the threshold of conventional military conflict and 

rey zone operations in open interstate war.”9 An intrinsically capacious concept, states wage g
multiple dimensions and domains that span land, air, maritime, cyber , information, space, space
political, economic, and .10  cognitive realms

The nature of grey zone operations, especially its breadth and conceptual fuzziness, calls 
into question the conventional understanding of the “spectrum of conflict” that had previously 
dominated security studies literature.11 In brief, the spectrum of conflict is a conceptual framework 
that aims to capture the magnitude and level of violence “ranging from peaceful interaction among 
international actors (states, corporations, international organizations, non-governmental 
organizations, etc.) to major combat operations/general war.”12 The spectrum of conflict has 
traditionally advanced a “linear” interpretation of graduating intensity, with an intermediary “grey 
zone” existing between the diametrically opposed poles of war and peace.13 Linear interpretations 
of conflict that situate the “grey zone” on a rigid spectrum have drawn criticism for, among other 
reasons, upholding an artificial war-peace dichotomy or even fundamentally misrepresenting the 
“dialectical” relationship between the two.14  

T 
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The search for alternative frameworks, however, has proved no less fraught.15 Any 
competing theory must account for the fact that today’s threats are multi-sided and 
interpenetrating. Furthermore, in this dynamic and ambiguous threat environment, disentangling the 
“military and nonmilitary means” through which states pursue their goals becomes trying—both 
can constitute and serve as vehicles for hostile actions that approach or cross “red lines.”16 
Nevertheless, in a bid to transcend these perceived limitations of linearity, experts have proposed 
alternatives, such as a “quadrant” schema with a bisecting vertical and horizontal line that “highlights 
how actions in one area are connected to activities in another.”17  

To expound, while some experts have called for a “comprehensive approach” to the 
spectrum of conflict, others have proposed expanded frameworks, namely, the “full spectrum of 
conflict design” and “contemporary spectrum of conflict.”18 These debates may obscure important 
common ground. Still, regardless of the variations among these conceptual frameworks, they all 
intend to problematize and destabilize the contrived demarcation between peace and war. As one 
commentator notes, “the line between the two has been blurred to the point that they are no 
longer distinct.”19 

This primer on the grey zone and the spectrum of conflict provides the necessary context 
for this volume’s articles, which illuminate the nature of the threat for Canada, the US, and their 
NATO allies and partners. Notwithstanding the ongoing debate on the semantics of the grey zone 
and its proper placement within the spectrum of conflict, scholars and practitioners alike can ill 
afford to ignore the overall impact of grey zone operations (or warfare) or activities. Russia, China, 
North Korea, and Iran have seized on grey zone tactics to advance their national interests while 
minimizing the risk of a major escalation.20  

Adversarial but non-kinetic actions seek to alter incrementally the post-war order that 
Western institutions such as NATO help to uphold.21 Therefore, the West’s attention to grey zone 
warfare is crucial to safeguard its defining structure, security, values, norms, and interests in an 
increasingly complex and interconnected global landscape. Effective management of the challenges 
in the grey zone may also prevent escalation into a full-blown conflict or war, further ensuring 
regional and global stability and security.22  

As Canada, the US, and their NATO allies and partners face the challenges of dealing with 
the complexities of the grey zone alongside more conventional operations, planners and decision-
makers have continued to work toward finding increasingly effective ways to address them. 
Innovation—a subject of heightened interest across Western defence establishments, as NATO’s 
investments in emerging and disruptive technologies (EDTs) and Defence Innovation Acceleration 
for the North Atlantic (DIANA) evidence—offers one way of doing so.23 Defence innovation 
appears prominently in this volume and helps link the six articles that follow. Each of the 
contributions in this volume establishes that tackling the grey zone, notably its “amorphous and 
ever-changing character,” and other arenas of competition requires continuous innovation—
technological and otherwise.24  

Like the grey zone, “military innovation” has definitional dilemmas.25 Yet, although 
definitions abound, “change” remains a widely accepted and core feature of prevailing 
understandings.26 As Barry Scott, Nalauhai Kaahaaina, and Christopher Stock assert: “Overall, 
innovation is about change. Innovation in the military is about staying ahead of the pace of change 
in comparison to an opposing force.”27 Innovation, though, often has marked technological 
connotations, which many definitions reflect.28 According to one observer, “generally the first thing 
that comes to mind is product innovation using technology.”29  

Despite its emphasis on and association with developing cutting-edge technology, 
innovation can—and does—assume a multiplicity of forms.30 It can, for instance, encompass finding 
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new contexts or creative uses for an extant “capability.”31 Nor must meaningful innovation result in 
a striking or enduring transformation. On the contrary, even less dramatic and fleeting innovations 
can make an impact.32 Questioning the idea of innovations as “silver bullets,” James Wirtz 
summarizes: “Many innovations are modest, unfold at the tactical level of war, and often prove to 
be only temporarily effective as opponents usually come up with countermeasures in short 
order.”33 In this vein, the contributions in this volume provide concrete examples of how Canada, 
the US, and their NATO allies and partners can adapt and exploit extant technologies and systems 
to gain insights and an overall edge in grey zone activities as well as in conventional operations. 

In the volume’s introductory and scene-setting paper, Peter Gizewski and Nancy 
Teeple expand on the concept of the grey zone. Through the lens of the Canadian Army (CA), 
the authors assess the “challenges and opportunities” of the grey zone and the measures taken to 
compete within it. They conclude that the CA remains on track in dealing with the issue. However, 
to develop a maximally effective and customized response, the CA must continue to innovate by 
adopting a “whole-of-government approach,” as the grey zone poses a “government- and society-
wide challenge.”   

Taking the debate further, the following paper in the volume speaks to the subject of 
sustainment capacity, a crucial component of military operations that adversarial grey zone activities 
can compromise. The paper revolves around the current trend of Western militaries leveraging 
emergent networked technologies to enhance sustainment capabilities. The authors, Yazan 
Qasrawi, Peter Gizewski, Abdeslem Boukhtouta, Peter Dobias, and Michael A. 
Rostek, contend that although technological innovations and advances, particularly networked 
technologies, have helped to bolster CA’s sustainment activities, they have also opened the force 
to grey zone threats. For the CA to be “operationally effective and efficient in the Future Land 
Operating Environment,” it will need to fashion a “robust sustainment system that integrates into 
its design defences against grey zone activities.” 

Addressing the issue of the information environment in grey zone warfare, Suzanne 
Waldman concentrates on virtual spaces, where grey zone operations flourish. In this busy and 
contested space, Canada is waging “narrative battles” against the falsehoods and disinformation 
that state and non-state actors disseminate. To succeed, Canada’s communicators must assume a 
proactive stance and offer alternatives. Waldman argues for innovation through the adaptation of 
pre-existing “narrative frames” that would enable those tasked with communicating the 
government’s message to craft and relay messages that can inform and unseat adversarial 
narratives, giving Canada an edge in the twenty-first century “information battlefield.”  

Andrew Bellocchio shifts to the subject of air power, which has applications—
reconnaissance missions, transportation, logistical support, and power projection—in the grey zone 
and beyond.34 He highlights the need for militaries to undertake “independent manoeuvre” in 
multi-domain operations. “To achieve independent manoeuvre and function in austere locations,” 
writes Bellocchio, “aviation units must be able to operate for short periods with minimal 
sustainment (e.g., maintenance).” He focuses on innovation in the US by proposing a rethink of 
maintenance practices and analyzes the implications of rolling out Future Vertical Lift, defined as 
“the next generation of rotor craft.” Drawing on a 1990s-era innovation from the UK’s Royal Air 
Force, Bellochio makes a case for the US to embrace Limited Maintenance Operating Periods, an 
adaptation of Maintenance Free Operating Periods.  

Maude Amyot-Bourgeois, George Nikolakakos, and Lynne Serré address 
the topic of Canada’s “capability to protect its land-based force elements and key elements against 
airborne attacks”—a fixture of contemporary grey zone operations. Using the data-farming 
process—an existing practice that uses computational experiments—they “assess the performance 
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of different Ground-Based Air Defence (GBAD) system options against various airborne threats.” 
Through their analyses, the authors offer a detailed and informed understanding of the most 
effective GBAD system(s) for deployment within the Canadian Armed Forces. 

Complementing the theme of innovation with existing technologies, the concluding 
contribution from Geoff Pond, Emilie Breuvart, Andrew B. Godefroy, and Cindy 
Lin uses existing modelling software in a similarly predictive capacity in the context of airborne 
threats. With the help of existing data and mapping software, Pond et al. consider the locations 
that state and non-state actors would most likely target in a possible inter-continental ballistic 
missile or cruise-missile strike. The authors show how the innovative use of pre-existing resources 
can help Canada remain prepared for the missile launches that can feature in conventional as well 
as grey zone operations.35 In so doing, they provide a salutary reminder that grey zone operations 
add to rather than supplant traditional threats. 

This volume calls attention to the growing salience of grey zone threats within the broader 
and evolving paradigm of the spectrum of conflict and the pressing need to address them. It also 
underscores that innovation will continue to play a role across operating domains and in all forms 
of conflict. However, with the cost of advanced defence assets on an upward trajectory, Western 
governments could encounter a barrier to funding innovations, especially while balancing the 
competing priorities enumerated at the outset of this introduction.36 Under these evolving 
circumstances, shifting how Canada, the US, and NATO allies approach innovation will be vital for 
maintaining competitiveness. While EDTs and other cutting-edge technologies will undoubtedly 
help in this aim, these essays show that Ottawa and Washington can also benefit by innovating 
with what is already available. This edition outlines some of the possibilities.  

This volume, as well as the symposium that inspired it, have facilitated collaboration on 
several levels. The volume and symposium have brought together members of the defence 
community within Canada and the US, two long-time allies and founding NATO members. The 
volume embodies collaboration in another sense: a first-ever joint endeavour between the 
Canadian Army Journal (CAJ) and the NATO Association of Canada. The CAJ aims “to promote 
the discussion of modern land warfare concepts as well as contemporary defence and security 
issues relevant to the land environment.”37 Meanwhile, the NATO Association of Canada seeks “to 
educate and engage Canadians about NATO and NATO’s goal of peace, prosperity and 
security.”38  

Given these overlapping missions, a natural synergy exists between the CAJ and the NATO 
Association of Canada. Specifically, both organizations identified shared goals in broadening the 
Canadian security community and raising awareness of critical issues, including the spectrum of 
conflict and grey zone operations. This combined effort also affords an opportunity to help bridge 
the gap between practitioners and the larger public, sparking and sustaining the cross-cutting 
dialogue so vital to understanding the marked complexities of the contemporary security landscape 
in which Canada, the US, and NATO allies and partners operate.  
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Close Engagement in the Grey Zone: Challenges and 
Opportunities 
 
Peter Gizewski and Nancy Teeple 
 
 

ecent years have witnessed a growing willingness and capacity on the part of adversaries to 
undertake operations in the grey zone to achieve objectives at the West’s expense.1 Indeed, 
conducting actions below the threshold of war raises the prospect of avoiding Western 

military strengths while simultaneously achieving one’s goals with a lower risk of reprisal. Such 
operations—conducted in multiple domains, blurring the boundary between peace and war—
represent an increasingly salient challenge for Western armies, including the Canadian Army 
(CA).    

To what extent are Western militaries moving to meet the challenge? This paper examines 
the question from a CA perspective. More specifically, it assesses how the CA is moving to meet 
the challenge by examining Close Engagement: Land Power in an Age of Uncertainty, “the capstone 
operating concept designed to guide the development of Canadian land forces for the next 10 to 
15 years.”2 Close Engagement is defined as “the ability to conduct both lethal and non-lethal 
activities at the tactical level to create effects that have influence across the physical, moral and 
cognitive planes within the operating environment.”3  

Following a brief description of the nature and characteristics of grey zone conflicts, this 
article assesses the degree to which Close Engagement serves to provide the tools required to 
address the challenges that the grey zone presents. It notes that while the concept offers several 
initiatives that move the army in the right direction, much remains to be done, particularly in 
operationalizing the concepts and providing a coherent and effective doctrinal framework that 
addresses how the army should operate in a manner that meets grey zone challenges. This work 
underlines that the grey zone challenge transcends not only the army, but also the Canadian 
Armed Forces (CAF). Developing effective responses to these contemporary challenges must be a 
comprehensive and government-wide effort. 
 
Defining the Grey Zone and the Growing Use of Grey Zone Activity  
 
Defining grey zone activities is challenged by the “lack of a universal definition under international 
law,” with the term originating in military and policy discussion, and further complicated by the 
interchangeable use of the terms “sub-threshold warfare,” “hybrid warfare,” “measures short of 
armed conflict,” and “measures short of war.” This ambiguity has worked to ensure that no clear 
set of protocols exists for addressing such activities under the international Law of Armed Conflict 
(LOAC). Nevertheless, Elizabeth Kiessling asserts that “a majority of scholars and practitioners 
seem to agree that grey zone activities share a unifying characteristic, with states undertaking such 
actions “to gain a strategic advantage while remaining below the level that would trigger a military 
response.”4 A RAND Corporation study defines grey zone as “an operational space between 
peace and war, involving coercive actions to change the status quo below a threshold that, in most 
cases, would prompt a conventional military response, often by blurring the line between military 
and non-military actions and the attribution for events.”5 Thus, we can understand grey zone 
activity as aggressive—but not necessarily violent—actions below the threshold of armed conflict. 

R 
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Such activities seek to avoid a conventional response and retaliation, which makes it difficult for the 
defending state to enforce red lines that an adversary approaches but does not cross.  

Grey zone actors can asymmetrically target the vulnerabilities of a superior military force 
and economic entity using methods that are cost-effective, efficient, and eliminate attribution. This 
means achieving objectives without triggering a conflict, which would be perceived on a global scale 
as an out-of-proportion (and likely unjustified) response. For adversaries, exploiting the grey zone 
provides an effective means to support expansion and claim territory, undermine the Western 
liberal order, create political divisions among Western allies and partners, and foster increasing 
uncertainty. 

Great-power adversaries, such as Russia and China, are already operating in the grey zone 
to undermine the international rules-based order, and take advantage of opportunities to exploit 
divisions within civil society to change borders and expand influence and territory.6 In addition, 
non-state actors operate in the grey zone, using low-cost technologies to achieve strategic effects 
and take risks at low costs against superior Western forces, particularly if they can avoid attribution 
in various domains (especially cyber).7 Actors are thus motivated to use grey zone methods based 
on a favourable risk calculus, with the benefits of such actions outweighing the likely costs. 
 
Key Characteristics of Grey Zone Activity  
 
Grey zone activities pose challenges to Western forces in terms of detection, attribution, and 
proportional response. The NATO Warfighting Capstone Concept (NWCC) indicates that 
adversaries are using increasingly sophisticated strategies coordinated through political, military, 
economic, and information efforts that are executed via the application of new technologies and 
capabilities. The multidimensional battlespace of the grey zone involves the new domains of cyber, 
space, and information, alongside the traditional domains of land, sea, and air. Complexity is 
introduced by the combined physical, virtual, and cognitive realms, the physical and non-physical 
space, and simultaneous actions rather than linear and binary.8 Throughout, the strategic and 
tactical boundaries are often blurred.      

Grey zone activities can be wide ranging and can include, inter alia, attempts to interfere in 
state elections and political processes through the use of cyber operations aimed at information 
manipulation and the creation of political divisions, the use of proxies to engage in attacks on state 
territories, infrastructure, and political figures, the use of electromagnetic weapons to obstruct 
government and military communication systems, and cyber-attacks on critical utilities and 
infrastructure.9 While generally tactical in character, their use can provide the means to achieve 
strategic ends, with the response by the affected party dependent on context. As a result, 
addressing the challenges posed by such activities must be determined on a case-by-case basis.  

As noted above, real-world examples are numerous. Russia’s use of “little green men” in 
Crimea and its interference in the 2016 US presidential elections are exemplary instances. In the 
case of the former, Moscow’s use of personnel lacking identifying insignia to support insurgent 
forces in Ukraine aided in the successful annexation of Crimea, without Russia going to war.10 As 
for the latter, grey zone activity included the use of coercive cyber operations aimed at 
manipulating the electoral process in a manner intended to favour Moscow’s preferred candidate in 
the election.11   

China’s island-building activities in the South China Sea offer yet another example. Chinese 
actions are increasingly leading to the creation of approximately 3,200 acres of new land within the 
region and a string of outposts—some highly militarized—that have increased Beijing’s capacity to 
control the South China Sea in all scenarios short of war with the US.12 Meanwhile, its Belt and 
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Road Initiative (BRI) has provided a ready means for leveraging Beijing’s economic might to shape 
other countries’ interests and to “deter confrontation or criticism of China’s approach to or stance 
on sensitive issues.” In fact, some speculate that the BRI’s “debt-trap diplomacy” creates 
opportunities for China to enable their military forces to establish beachheads in those nations.13 
Such activities are not solely confined to the great powers—a fact illustrated by North Korean 
cyber-attacks on businesses such as Sony and Iran’s support of militant groups that provoke enemy 
forces while Tehran maintains plausible deniability.14 Undoubtedly, Iran engages in information 
operations aimed at projecting its image as a regional powerhouse, conducts cyber-attacks and 
cyber espionage against regional rivals (e.g., Saudi Arabia and Israel), and jams satellite 
communication broadcasts from Western nations such as the UK and the US.15 The following table 
lists the range of grey zone activities in which adversaries have achieved varying levels of success 
and deniability.  

Activity Method/Examples of Execution  

Information/Disinformation attacks Foreign election interference or false text 
message/email scams: 

• Campaigns to discredit opponents/ 
subversion/creation of internal political 
divisions16  

• Cyber interference, as well as cognitive 
manipulation, against the domestic population 
of a state. These actions include hacking the 
emails of candidates to reveal personal 
information publicly or disseminating 
disinformation to discredit a candidate 

Use of proxy forces Use of proxy actors to enhance deniability: 

• Proxy attacks on cities or infrastructure  

• Use of special forces or mercenaries to 
foment resistance in contested territories 

• Use of criminal entities to assassinate (or 
attempt to assassinate) dissidents or state 
leaders 

Economic coercion • Adversary purchasing and disabling a piece of 
infrastructure such as an oil refinery  

• Adversary investment in infrastructure within 
countries experiencing economic setbacks, 
thereby creating conditions for potential 
coercion by the investor17 
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Territorial encroachment • Seizing fishing lanes or sovereign territory. 
This method may include the manipulation of 
international law 

Cyber operations • Espionage involving the theft of intellectual 
property for economic advantage, or the theft 
of personal information about 
customers/employees/operatives (this can 
include Artificial Intelligence [AI] spoofing)  

• Disruption and disabling operations used 
against networked infrastructure and 
communications 

• A cyber-attack on utilities or drones 
attacking an airport 

Electromagnetic attacks • Use of electromagnetic weapons against 
communications and diplomats (assumed to be 
off limits) 

Table 1: Grey Zone Activities18 
Source: Drawn from Morris et al., Gaining Competitive Advantage, 8-12. 

 
Close Engagement in the Grey Zone 
 
Addressing such threats requires recognition and response to several key realities in the security 
and operational environments. In particular, it requires recognition that conflict is increasingly 
multidimensional, and that it can and will involve capabilities that extend far beyond those 
traditionally or primarily associated with the conduct of warfare. It is equally crucial to understand 
that those involved in the conduct of grey zone warfare may not wear a military uniform, and that 
warfare itself and the strategies and tactics employed to prosecute it need not necessarily be 
kinetic in character. Nor, for that matter, will conflict and its prosecution necessarily be confined to 
a particular territorial location or have a clear beginning or end.    

Accordingly, this calls for an approach that eschews simple binary and linear conceptions of 
peace and war. It requires an approach that recognizes the need for a wide range of capabilities, 
skill sets, and actions—many of which can be effectively applied below the level of armed conflict, 
including capacities to adapt, monitor, collect, and analyze information quickly and accurately, and 
to respond effectively within impacted theatres of operation and beyond them. Moreover, it 
demands an approach capable of harnessing a wide array of elements of national power—material 
and human—to address promptly the challenges that may arise.  

Close Engagement: Canada’s Army in an Age of Uncertainty provides an operating concept 
that offers a few elements particularly well suited to meet challenges in the grey zone.19 The 
concept is explicit in its recognition that the prosecution of conflict need not be kinetic to generate 
significant impacts. It is also clear in its understanding of the need for a range of skill sets and cross-
governmental cooperation for effectively addressing threats. The concept underlines the 
importance of “organizing, equipping, training, and employing Canadian land forces within an 
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integrated CAF joint force,”  as well as practicing a comprehensive, whole-of-government approach 
to operations involving military, interagency, multinational, and public partners.20    

As for the army itself, the concept stresses the need for greater promotion of historical and 
cultural understanding and knowledge in the education and training of personnel, intelligence 
gathering, influence activities, media operations, and personal engagement in the conduct of land 
combat.21 Indeed, such capabilities are essential for developing and promoting effective counters to 
grey zone threats, including building capacity with regional allies, creating strong narratives capable 
of winning support for operations being planned and/or conducted, and shaping counter-narratives 
for defeating adversarial efforts to erode the legitimacy of those operations.  

Beyond this, the concept underlines the need for systems that allow for safe, secure, and 
effective coordination and collaboration, and that enhance analytical capability and information 
security. In this regard, it places a strong emphasis on the development of the following:  
 

• A secure network as the critical backbone of army operations; 
• effective and agile Command and Control (C2) support systems;  
• increased sensors and information feeds;   
• autonomous, persistent surveillance capabilities, along with the processing and analysis 

capabilities needed to exploit them—an automated-analysis capability to accelerate 
processing times; 

• cyber defences to ensure the safety of information and communications;  
• decision aids, such as the development of AI systems to enhance support for decision-

making and the planning and execution of operations with greater speed and accuracy 
(agility); and 

• Empowered Combined Action Teams (ECAT)—small in size and capable of rapid 
dispersion—if and when required (to help ensure a limited footprint and a capacity to 
blend into and interact with relevant populations on the ground as needed).22        

 
To be sure, such capabilities and skill sets are applicable to addressing challenges that span the full 
spectrum of conflict. That said, the emphasis placed on them in Close Engagement demonstrates a 
marked recognition that the character of warfare—and the capabilities needed to address it—are 
changing significantly, especially given that many of the challenges likely to confront us remain 
below the level of conventional warfare (at the lower end of the conflict spectrum).23   
  
Operationalizing Close Engagement in the Grey Zone  
 
The extent to which such capabilities—once achieved—can be effectively harnessed to counter 
adversarial challenges in the grey zone remains an open question. On the one hand, such activities 
do represent a growing concern and demand responses. That said, addressing them must be 
balanced against the fact that preserving the capacity to apply kinetic force represents the chief 
function of the CAF, including the CA. The capacity to bring hard power to bear and a willingness 
to do so through multiple means serves to set the limits of grey zone activity. To deter an 
adversary, one must be able to demonstrate the ability to deny through capabilities that counter 
and defeat threats.   

Beyond this, the CAF and CA’s development of effective strategies and responses for 
addressing grey zone challenges is a work in progress. Many of the capabilities required for 
addressing such threats, as well as the emphasis placed in Close Engagement on obtaining them 
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(particularly fashioning doctrine aimed at effectively countering them) continue to be insufficient in 
many respects. For instance, the need to be dispersed and, at the same time, fully networked relies 
on technological developments not fully developed or integrated with military systems.24 
Interoperability with allies poses additional challenges, with procedures and protocols that allow 
effective data sharing and communication with allies, still in development.25 Perhaps most notably, 
given the prospect of grey zone challenges, consideration of peacetime engagement and its 
requirements have rarely been evident in army thinking or doctrine. Accordingly, a shift in the 
mindsets of the army (and CAF) will be essential for ensuring effective military modernization to 
address grey zone threats.   

In the meantime, responses in the grey zone will likely be determined on a case-by-case 
basis in terms of coordinating efforts in a specific order, designating leadership (determined by the 
nature of particular threats as defined by actor, domain, and method of execution), and creating a 
framework outlining processes, procedures, and concepts. More work will be needed to address 
appropriate responses for cases not warranting a military response, including the action and which 
organization is best suited to respond. For example, is the Communications Security Establishment 
(CSE) better suited for offensive cyber activities than the CAF? Or should the CAF cyber 
command engage in active defences in the cyber domain?26 It is essential to improve efforts to 
operationalize effectively the comprehensive approach to forge a truly integrated and collaborative 
means of addressing the security challenges that arise.  

In addition, the multidimensional character of grey zone activities will require responses 
beyond the scope of the CA and the CAF and involve the highest levels of government, such as 
the Privy Council Office (PCO), the Prime Minister’s Office (PMO), and the prime minister.27 
Canadian leadership must demonstrate credibility and resolve through an assertive posture. 
Consideration of the establishment of enforceable red lines, backed by current and developing 
Canadian strengths, such as AI, sensing, and connectivity, may be essential. Preparations through 
gaming and scenario development (“red teaming”) will also be needed to enhance capability 
development through experience. This may lead to the adoption of CA actions and responses in 
the grey zone—innovative Canadian approaches to address “below the threshold activities” that 
have not been seen before (i.e., offensive actions in the cyber domain, in the electromagnetic 
spectrum, and psychological operations). An emphasis on effective signalling and messaging in these 
domains will also be a requirement, as perception management is key to deterrence in the grey 
zone, communicating red lines and the consequences of crossing them. At the tactical and 
operational levels, this involves deterring by detection and denial, and at the political-strategic level, 
deterrence by the threat of punishment (against some valued economic or highly strategic target). 

The CA and CAF doctrine may need to consider adopting a “proactive deterrence” 
approach to manage the ambiguity of grey zone activity.28 This involves taking initiative to anticipate 
and shape the strategic environment to establish advantage over the adversary. Such initiatives may 
include taking a page out of the adversary’s grey zone playbook and creating ambiguity from the 
side of Canada and its allies to keep the adversary off balance and compelling them to reconsider 
taking certain actions, thereby enhancing deterrence.29 In addition, the doctrine will need to reflect 
proportional responses for kinetic and non-kinetic effects in multiple domains and outline core 
competencies that need to be evolved and adapted for the grey zone.  

In line with coordination between the military and other partners, a doctrine embracing 
proactive deterrence to address actors and activities that overlap the defence and security realms 
would be created. This must be based on enhanced intelligence collection, analytics, and 
information sharing (breaking down silos and filling gaps). This would move decision making and 
counter effects further left (i.e., before the threat emerges) so that the CA, the CAF, and Other 
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Government Departments (OGDs) are not reacting but anticipating and preventing threats 
before—or in the earliest stages of—being launched, allowing our forces to create a favourable 
operating environment.  

Close Engagement and concepts for the “Army of Tomorrow” have already shifted thinking 
about how the CA would create effects in the multi-domain battlespace, including the grey zone. 
More needs to be done to move toward achieving capability, especially soldier training and 
education in areas not previously emphasized (e.g., history, politics, culture, and languages) to 
better assist with the development of responses to the grey zone strategies and tactics of potential 
adversaries; understanding “non-contact” warfare requiring enhanced Intelligence Surveillance 
Reconnaissance (ISR); and the application of operational tools, such as vignettes, for grey zone 
confrontation that consider questions at each stage of tactical activity through environmental 
scanning, operational frameworks, and legal and ethical considerations.30 This process requires 
rethinking C2 and planning, capabilities, exercises, and enablers to facilitate a doctrinal shift to 
modernize the military for current and emerging grey zone threats.31  
 
Conclusion 
 
The CA and the CAF possess some of the capabilities to counter adversary activity in the grey 
zone, but more effort in developing a clear doctrine or approach to the grey zone is required. 
Modernizing the CA for the grey zone is impacted by budgetary constraints, gaps in available 
expertise in certain subject and technical areas, and revising priorities of the political leadership. In 
addition, many of the responses to the multidimensional nature of grey zone activities remain 
outside the CA and CAF’s remit, requiring measures through OGDs and officials reaching the 
highest levels of Canadian leadership, as well as to the Five Eyes and other multinational partners. 
Thus, developing effective capability to respond to the grey zone is a government- and society-
wide challenge. 

Still, the need for CA and joint CAF initiatives to develop effective responses must not be 
ignored. This requires a shift in the CA’s thinking and doctrine to deal with peacetime engagement, 
especially given the grey zone’s characteristic blurring of peace and war. It also requires enhanced 
intelligence and sensing capabilities to allow for improved environmental scanning with the 
foresight to anticipate threats, tailor responses as quickly as possible, and move decisions and 
actions further left to shape the operating environment for greater advantage. The CA needs to 
increase its technical knowledge and develop competencies in key disruptive technologies to 
succeed in this endeavour. It must outpace the adversary to detect, deter, disrupt, and defeat 
hostile activities in the physical, space, cyber, and cognitive domains.  

Beyond this, the CA must continue to pursue and actively promote the comprehensive 
approach to grey zone challenges. Advancing with Purpose: The Canadian Army Modernization 
Strategy (CAMS) describes relationships as the key to success.32 Through partnerships and alliances, 
especially ABCANZ, NATO, and NORAD, DND and CAF engage in training exercises to enhance 
joint interoperability across multiple systems to improve intelligence mission data, joint 
communications, fires, information operations, and sustainment.33 The emphasis on coordination 
and interoperability among joint, multinational partners—involving OGDs, allies, NGOs, academia, 
and the public—is well suited for the adaptation and agility required to respond to the ambiguity of 
grey zone activities. In the absence of wider government involvement, the effectiveness of efforts 
to address such challenges is likely to be limited. 
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ustainment capacity—the ability to provide personnel, logistics, and other support required to 
maintain and prolong operations or combat—represents an essential component of military 
operations and is often directly related to success or failure on the battlefield.1 The increasing 

use of grey zone tactics by adversaries (e.g., cyber-attacks or even the use of social media to 
disrupt sustainment routes by causing localized riots), combined with technological advances, raises 
questions regarding future sustainment and its conduct. What does effective sustainment involve, 
and how can it be realized?  

To be operationally effective and efficient in the Future Land Operating Environment 
(FLOE) characterized by a proliferation of non-state actors, threats, and activities, the Canadian 
Army (CA) will require a modernized, robust sustainment system that integrates into its design 
defences against grey zone activities. Notably, emerging technologies may hold the key to achieving 
a competitive advantage for the CA in countering grey zone threats, such as disinformation and 
cyber-attacks. This is especially vital in the case of combat service support (CSS).2 However, while 
technological advances can improve sustainment activities for the CA, they can also introduce new 
challenges. Adversaries can use them for grey zone activities to create vulnerabilities for the 
military. As the last line of logistics support to front-line units, the army is generally most susceptible 
to delays and disruptions. Even relatively minor delays in the resupply of ammunition or medical aid 
can have significant consequences on the battlefield.  

The main contributions of this article are twofold. First, it explores the extent to which 
recent developments in networked technologies pertaining to CA projects may be employed to 
facilitate more effective sustainment of army operations in the grey zone and help counter military 
and non-military threats. Second, it identifies several challenges in the grey zone that might be 
encountered when attempting to sustain army operations. It also discusses the governance of the 
Canadian Armed Forces (CAF) and the CA in the grey zone and the lack of a policy framework for 
overcoming the identified challenges. 

The article begins with a brief description of the grey zone and its characteristics, followed 
by a descriptive introduction to the concept of army sustainment. It then identifies select 
networked technologies that enable a digitalized military and hold promise for addressing 
challenges pertinent to grey zone operations. The identified technologies are primarily those that 
are considered by the CA, CAF, and allied armed forces as imperatives to modernize and digitalize 
CSS and improve sustainment capabilities across the multi-domain environment.3 The article then 
discusses the challenges of harnessing such technologies and offers recommendations for the CA 
and CAF related to sustainment in the grey zone.  
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The Grey Zone 
 
Grey zone operations, campaigns, or tactics refer to the use of non-military means to fulfill a 
political goal.4 The underlying idea is to employ “unrelated innocent/low attributable, mutually-
supporting and synchronised statecraft techniques” that achieve the objectives without making the 
targeted actor feel threatened enough to trigger a military response.5 As a study from the Atlantic 
Council notes, “adversaries are increasingly pursuing their national objectives in a little-understood 
arena: the so-called gray zone between peace and open conflict.”6 Grey zone operations can 
include deniable attacks, information attacks, disinformation, employing proxy forces, economic 
coercion, territorial encroachment, cyber operations, election interference, and attacks involving 
electromagnetic weapons.7 The deniability tends to vary depending on the action.   

Beyond this, such threats are often technologically enabled, data-dependent (i.e., involving 
the use and manipulation of information to achieve specific goals), and rely on stealth, irregular and 
indirect approaches, subterfuge, and ambiguity to succeed.8 They can work to delay, disrupt, and 
degrade capability, including sustainment, thus seriously reducing military effectiveness. Accordingly, 
responses to grey zone threats must be primarily information driven to facilitate comprehensive 
awareness of the environment and the threats within it and to devise strategies and tactics—
defensive and offensive—to overcome attacks.  
 
Army Sustainment in the Grey Zone 
	
  
The US Army defines sustainment as “the provision of logistics, financial management, personnel 
services, and health service support necessary to maintain operations until successful mission 
completion.”9 In the era of renewed great-power competition and the growing threat of potential 
high-intensity conflict, the issue of sustaining major combat operations is gaining increasing 
attention. According to reports from the Russia-Ukraine war of 2022, the Ukrainian Army is 
spending thousands of artillery rounds a day, and consuming 15 million litres of fuel and other types 
of supplies.10 In this context, logistics become the key enabler of combat operations. In competition 
or the pre-crisis era, deterrence remains crucial. A credible ability to move and sustain combat 
forces is a key element of deterrence, especially in the face of hostile anti-access capabilities.11  

Operations below the threshold of a full-blown armed conflict or war introduce new 
challenges. One is the scale. While major combat operations require significant logistics capacity, 
credible deterrence requires the ability to move and sustain forces without acquiring and moving 
supplies. In other words, the national economies and sustainment networks need to have the 
ability to rapidly increase the production and movement of supplies when a crisis develops or a 
conflict commences.12 It is worth noting that multiple agencies work continuously to support the 
armed forces for deployment, distribution, and even maintenance of platforms and assets. They 
also focus on addressing gaps in the sustainment network because adversaries can exploit them. 
Second, logistics are already contested through cyber, space and other means. Often, logistics can 
be opposed through other methods, such as blockades using civilians.13 This situation is 
compounded by the limited legal authority of multiple agencies and departments and the fact that 
civilian authorities are often in control, which means that the military cannot unilaterally counter the 
challenges posed by the adversary, requiring time and effort to coordinate with other agencies to 
produce an effective solution.14 

A variety of emerging technologies are transforming civilian logistics chains. The focus of 
these technologies is tracking sustainability concerns (including the cost of fuels), managing labour, 
investing in automation and robotics, enhancing integration of software solutions, and increasing 
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transparency.15 The challenges of grey zone sustainment make it a prime candidate for adopting 
technological solutions. For example, implementing digital technologies might help forecast 
demand, thus reducing sustainment capacity requirements, streamlining maintenance, and helping 
protect sustainment networks from cyber-attacks and other disruptions. Likewise, western 
militaries—including the CAF—are adopting new technologies to address the threats and 
challenges posed in the grey zone and improve their sustainment networks.16  
 
Emergent Networked Technologies and Implications for Army Sustainment 
 
This section identifies several emerging, and existing, networked technologies that can enable 
digitalization and offer possibilities for addressing the challenges that may be encountered when 
attempting to sustain army operations in the grey zone. Indeed, such technologies may be helpful in 
effectively sustaining the conduct of land operations and bolstering the robustness of CA 
sustainment practices in the face of adversarial grey zone threats and challenges. However, they are 
also prone to weaknesses and gaps that adversaries can exploit to weaken a military’s sustainment 
capacity and capability.   
	
  
Artificial Intelligence (AI) 
	
  
Given the critical importance of knowledge in the grey zone, artificial intelligence (AI), analytics, and 
advanced computing offer vital tools for the conduct of grey zone operations. One commentator 
notes: “The key to gray zone advantage is awareness. And AI’s ability to rapidly process massive 
volumes of data lends it perfectly to situational awareness.”17 The result of using AI in army 
sustainment is a potential increase in the CA’s capacity to conduct sustainment and CSS operations 
in a more secure, effective, and timely manner. 

Maintenance operations of army platforms are traditionally planned based on mileage or 
usage of equipment, regardless of its condition.18 AI and machine learning (ML) algorithms are 
enablers of predictive maintenance or automated proactive Health and Usage Monitoring Systems 
(HUMS) that are used to analyze collected data and predict when equipment will likely fail or need 
maintenance.19 It is expected that all future CA platform acquisitions will have such capabilities. 
HUMS rely on automatic monitoring of maintenance requirements and are supposed to increase 
safety.20 Notably, AI can utilize huge volumes of heterogeneous data to identify patterns and 
correlations that would be difficult to find by humans or rule-based methods.21 By drawing and 
fusing data from multiple sources, such as past contingency and operational plans, AI and ML 
algorithms can be used by the CA to create automated analytics capabilities to improve 
coordination in its logistics planning process before and during military operations. These 
technologies can be used to predict the needed resources, assets, and equipment for each type of 
operation (e.g., to produce Tables of Equipment TO&E). It can then prioritize the most urgent 
information for the operator and aid decision making while avoiding cognitive overload. Also, CA 
logisticians can rely on AI or ML capabilities to continuously monitor a mission’s logistics-related 
activities, such as projections and forecasts, stock levels of spare parts, asset positions, and asset 
conditions in Canada and abroad. Notably, those AI and ML algorithms can be vulnerable to theft 
and grey zone activities. However, an adversary (state or non-state actor) may be able to spoof 
the system and ground the entire fleet. Given this background, the CAF should not neglect security 
issues and adversarial attacks when implementing HUMS capabilities on army platforms. 
Technologies such as Blockchains or Distributed Ledgers can be used to protect such technologies 
and AI or ML developments. 
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Furthermore, while AI can be vulnerable to cyber- and electromagnetic (EM) attacks, 
secure and judicious use of the technology can offer considerable benefits.22 The integration of AI 
into military systems helps streamline the conduct of sustainment and CSS through improvements 
in areas such as inventory management, the exposure of weak links in supply chains, the prediction 
of demand spikes and breakdowns in equipment, and the identification of resupply patterns. It also 
supports effective sustainment in the grey zone in multiple ways. For instance, AI may offer an 
essential tool for shaping the environment in which sustainment and CSS operations occur by 
providing a capability for developing information campaigns and influence activities that make 
environments more conducive to the conduct of operations. It can also offer a means of 
countering efforts by adversaries aimed at delegitimizing or degrading planned or undertaken 
operations (e.g., capacity building, humanitarian intervention, and peace support operations).  

Beyond this, AI may also provide an important means of protecting sustainment and CSS 
capabilities against other types of adversarial attacks. Algorithms aimed at detecting and defending 
against data poisoning (manipulating training datasets by injecting false data to control the 
behaviour of the model and deliver false results), deep fakes (images or recordings that have been 
altered to misrepresent someone as doing or saying something that was not actually done or said), 
and cyber-attacks are likely to offer ever more essential means of increasing the security of 
information, and thus trust and confidence, in military supply chains—in peace and war.23  
	
  	
  
Supply Chain Digitalization and Grey Zone Activities 
 
The coronavirus pandemic underlined that supply chains lack robustness and resilience and can be 
easily targeted by grey zone activities.24 These vulnerable supply chains often support critical 
infrastructure (e.g., transportation networks) and thus offer a tempting target for adversarial action 
in the grey zone. Indeed, one needs only consider the economic costs and political turmoil 
associated with grounding the Ever Given container ship in the Suez Canal in March 2021 to 
appreciate the impacts that disruption of supply chains can cause.25  

The Canadian Army Modernization Strategy (CAMS) states that “the supply chain will 
continue to be a risk area,” implying that future supply chains may not be fully resilient or robust.26 
Digitalization can reduce this risk by providing data and information visibility to all parties involved 
in the CA’s sustainment activities, creating transparency and trust in the supply chain. Consequently, 
supply chain vulnerabilities to grey zone activities can be mitigated by allowing the tracking and 
verification of the supply chain paths and components in real time.  

To be sure, increasing reliance on connected information systems implies that Information 
and Communication Technologies (ICT) could represent a critical source of risk to defence.  
Connectivity will create vulnerabilities that adversaries can exploit. Accordingly, robust ICT supply 
chains and cyber security will be essential for resilience. Nevertheless, it is possible that digitalization 
technologies, such as digital twin (DT), Blockchains, and the Internet of Things (IoT), can eventually 
reinforce military supply chain networks’ resilience and robustness and mitigate the risks associated 
with adversarial grey zone action.  
 
Digital Twin (DT) 
	
  
One of the most advanced and challenging approaches to digitalization is the development of 
reliable digital replicas of physical systems or processes under the concept of DT.27 DT technology 
enables the user to monitor and control equipment and systems remotely.28 It is enabled by 
consolidating large volumes of different data types, such as those provided by IoT sensors, and 
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presenting them into a “common view” or common operating or operational picture, in military 
parlance.29 DT technology can analyze, optimize, predict, and control physical processes in real 
time. Ultimately, it can execute simulation models to test and predict asset and process changes 
under different hypothetical scenarios.  

A Canadian Security Intelligence Services (CSIS) publication notes that smart cities 
represent the next generation of critical infrastructure that will be attractive targets for different 
actors and criminals for espionage, sabotage, and disruption. It also mentions that equipment and 
supply chains represent some of the methods that can be used to compromise smart cities.30 
Given this context, DT can provide capabilities to monitor critical infrastructures within a city or a 
country.31 It is proactive rather than reactive in detecting anomalies resulting from the actions of 
grey zone actors.32 The technology can also be used to build scenarios to examine the impact of 
cyber-attacks and identify associated abnormalities, resulting in robust smart cities and ensuring 
real-life cyber protection.33 Moreover, its real-time monitoring capacity can provide added security 
against potential aggressors, allowing for the identification of cyber- and EM attacks and decoys in 
the digital space.  

Furthermore, DT can play a crucial role in enabling the CA’s digital journey, which is critical 
to army modernization. From a supply chain perspective, a Digital Supply Chain Twin (DSCT) is 
worthy of attention as well. DSCT is a real-time replica of the physical or the real-world supply 
chain or its specific segments. It combines all the data and models and updates itself from multiple 
sources. This networked technology can be applied to maintenance and logistics decision support 
to enable asset visibility and monitor supply chain processes, assets, and autonomous systems in 
real time.34 Developing a high-performance DSCT can help improve operations, service innovation, 
and accelerate the delivery and the lead time of key assets. It can also ensure end-to-end visibility, 
traceability, and business continuity by enhancing predictive and reactive decisions using historical 
and real-time data analysis.  
 
Blockchain 

Blockchain is a technical solution for implementing the concept of trusted electronic distributed 
ledgers. These are distributed information-sharing systems supported by a protocol framework to 
control the performance of different types of transactions by any party to any other party’s 
ledger.35 The benefits of Blockchain have positive implications for the CA. To expand, CA 
operations are frequently carried out abroad with deployed network infrastructure with an 
increased risk of cyber-attacks against it.36 These attacks threaten to degrade such infrastructure in 
the FLOE, often unbeknown to the operators.37 Blockchains and electronic ledgers can empower 
ground-breaking innovations by protecting army network infrastructure from vulnerabilities, 
streamlining business processes, and reducing operating costs for CA logistics and sustainment. 
 Studies indicate that integrating Blockchain within logistic processes can improve the 
robustness and security of critical supply chains. Blockchain can enable the CA supply chain 
operations to be more efficient and transparent by securing the information exchange and business 
transactions between the different partners and stakeholders. This is done through a real-time 
secure information system that is accessible to the partners involved in a supply chain’s 
transactions. The logistics component of the CAF Common Operating Picture project presents an 
opportunity to take advantage of this technology to secure the integrity of the data and 
information exchange and enable the implementation of the CA digitalization strategy.38 Given its 
architecture, Blockchain offers a means of reducing inter-party mistrust while maintaining privacy 
and data confidentiality—conditions which may be especially beneficial for conducting coalition 



 Army Sustainment in the Grey Zone 
	
  

	
   25 

operations.39 Beyond this, the distributed structure of a Blockchain database minimizes the risk of 
cyber-attacks. It can also be used jointly with an Intrusion Detection System on cloud and IoT 
networks to protect the supply chain from cyber-attacks and safeguard private data.  
 
The Internet of Things (IoT)  
 
The IoT has already had a profound impact on the world. According to Statista reports, as of April 
2023, approximately 64.6 per cent of the global population are internet users, with more than 60 
per cent utilizing mobile phones to access it.40 The rapid growth of IoT technology, then, has linked 
billions of objects. Its importance and utility for military sustainment is no exception. As one study 
notes, “The Internet-of-Things is a network of physical objects that are digitally connected to sense, 
monitor and interact within a Logistics Unit or institution and between this unit and its supply chain 
enabling agility, visibility, tracking and information sharing to facilitate timely planning, control and 
coordination of the supply chain processes.”41 

A digital data acquisition system is generally associated with the IoT network. This system 
can monitor, capture, control, or store information about the supply chain. Such capacity can also 
guard against cyber- and EM attacks, thus creating resiliency and robustness through redundancies 
in connectivity (i.e., if one part is attacked, information can be rerouted).  

With the emergence of IoT on the battlefield, one of the challenges is securing the 
systems.42 This is primarily because a full implementation of the IoT will have every electronic 
device connected to the network and will involve exchanging data. This considerably increases the 
number of entry points for cyber-attacks and could lead to added cyber vulnerabilities. Insider 
threats, user error, the use of jamming devices, electronic eavesdropping, or cyber malware are 
other serious risks to the network.43  

The integrity of IoT data will be crucial, given its use in the decision loop. A major potential 
danger of the IoT is the risk of either an adversarial attack or a system failure that compromises the 
entire network. An IoT network compromised in this way can cause severe and irreparable 
damage through corrupted software, disinformation, and leaked intelligence. IoT devices, like 
everything connected to the internet, can be hacked and compromised or rendered useless. Even 
one vulnerable device can compromise the entire network.44 These security risks are of particular 
concern in vehicle safety, healthcare, and supply chains. Hackers can potentially take over and steer 
vehicles.45 Health and safety devices—such as drug-infusion pumps, heart monitors, and 
defibrillators—can be interfered with and controlled remotely.46 The IoT device components 
manufactured and assembled worldwide for the military supply chain can be compromised as 
well.47  

Battlefields are adversarial environments in which adversaries are expected to adapt and 
evolve their strategies for infiltrating the IoT. The IoT network must be continuously improved, 
preferably autonomously, to detect penetration through all available defensive mechanisms. 
Continuous improvement to keep the network secure and use counterintelligence measures will 
need a large-scale effort that may require the disposal of compromised devices and the use of 
honey-nets—a network set up as a decoy to catch attackers’ attention and deceive them into 
thinking that they have gained access to a real system—that mislead enemy eavesdroppers.48 
Keeping the risks at a tolerable level will remain a continuous battle. 
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Challenges of Harnessing Technology in the Grey Zone  
 
The potential of technologies to contribute to the effectiveness of sustainment and CSS in the grey 
zone is considerable. They can work to shape the environment to facilitate sustainment and CSS 
when it matters. Such systems can provide significant means for detecting threats and protecting 
systems from attack, as well as helping to ensure that sustainment and CSS are increasingly efficient 
and effective. There is a pressing need to continue to build an ecosystem to ensure the swift and 
effective development and integration of relevant technologies. Such an ecosystem will require 
adequate funds, relevant hardware, skilled personnel, and the development and hardening of 
networks, all of which would ensure interoperability with allies and partners through proper 
protocols, tactics, techniques, and procedures, as well as work to maintain trust and confidence in 
the deployed technologies.  

At the same time, the CAF and the CA must recognize and address the fact that the same 
technologies that facilitate effective sustainment in the grey zone can lead to negative 
consequences. Grey zone threats pose a growing concern to effective sustainment and CSS. 
Adversarial grey zone activities can readily exploit the vulnerabilities in the supply chain, including 
those associated with critical infrastructure and its ICT system. That noted, emerging technologies 
such as AI, IoT, DT, and Blockchain offer considerable promise for reinforcing military supply chain 
network resilience and robustness and protecting it against challenges posed in the grey zone. 
Some of these technologies are a double-edged sword as adversaries and non-state actors can also 
use them for grey zone activities. In short, while representing potentially significant enablers in the 
right hands, they can be used for nefarious purposes when employed by adversaries (e.g., through 
cyber-attacks, the generation and spread of misinformation and disinformation, and data poisoning). 

Given these possibilities, there is a need to rethink the role of the CA and CAF more 
broadly in the grey zone. A policy framework for approaches to grey zone challenges is currently 
lacking. ICTs (such as those discussed here) do not make logistics “smart,” which is required to 
address challenges in the grey zone. It is worth noting that in many cases, integration of these 
technologies into military systems remains in the early stages, and much remains to be done.49 
There is a need to develop the human and social capital (i.e., networks of relationships among 
people who work in sustainment and CSS that enable them to function more efficiently and 
effectively), as well as a requirement for a broader anticipatory policy to leverage growth and 
manage CSS ICT in ways that make army logistics truly smart.  

A proper governance framework for the application of IT systems to CSS is needed to 
mitigate stove-piped approaches and reduce potential vulnerabilities. Providing such a framework 
must not be an afterthought. A poorly implemented initiative risks doing more harm than good. A 
comprehensive approach to ICT is required to increase success in moving toward this governance 
framework. It is imperative to forge collaborative and cooperative processes with actors that fall 
beyond the traditional definition of CSS stakeholders to ensure that the technologies work in a 
synergistic, effective, and timely fashion. 

Accordingly, a defence supply chain resilience strategy, which would include data and critical 
infrastructure, must be developed to counter grey zone activities. This would require continual 
assessment of the potential impacts of grey zone challenges on the CAF supply network (including 
the ICT system) and the further development and integration of those technologies deemed most 
promising for addressing the threats that grey zone activities pose. Concurrently, it would be 
worthwhile to develop a framework to ensure that such integration is conducted to maximize 
emergent technologies’ capacity (and potential synergies) to address the challenges effectively. Such 
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efforts are essential to improving supply chain resilience and CAF preparedness in the face of grey 
zone challenges. 
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Narrative as a Force Multiplier in the Information 
Battlefield 
 
Suzanne Waldman 
 
 

he need to “win the battle of narrative” has been a constant refrain in Canadian military 
circles.1 For more than a decade, theorists and international policymakers have advocated for 
militaries to compete in this battle by leading their operations and strategies with deliberate, 

consistent, and well-communicated narratives.2 Yet the process of standardizing a narrative-driven 
military communication process has been fraught, and many projects with such an aim have been 
launched and put to rest during this period, including in Canada.3  

A major obstacle to military narrative communication is public disagreement about what 
types of communication are acceptable for governments and militaries, particularly where the line 
falls between acceptable information and unacceptable propaganda.4 Another obstacle is a lack of 
institutional understanding of how to “narrate” significant events in ways that will engage key 
audiences, especially on social media, where the narrative battle is intense.  

This article makes the case that narrative practice is a benign and necessary approach to 
governmental and military communication in the current age. It also argues that new means of 
institutional narration must incorporate five key factors: timeliness and consistency; dedicated 
practices; craft; awareness; and tools and policy.   
 
Timeliness and Consistency 
	
  
Over the past five years, Canada and other democracies have been on their back feet with respect 
to public communication about emerging events. Governments and militaries are, in theory, well 
placed to narrate meaningfully many types of unfolding events to the public, given all the experts 
they employ to understand and contextualize these events. Yet politicization of government 
communications incentivizes planned and bland communications over timely commentary.5 For 
militaries, barriers to timely commentary on current events are even higher due to the culture of 
operational security as well as civil-military requirements that militaries must follow rather than set 
national narratives.6  

The result: when defence-related events occur, the Canadian government’s account of 
those events is quite likely to be preceded on social media by others’ accounts, including those of 
Canada’s adversaries, who can seize the lag to introduce narratives that will “anchor” global 
audience perceptions of those events at the point when they are most avidly engaged in them.7 An 
example of adversaries exploiting a narrative gap can be observed early in the Russian invasion of 
Ukraine. A recent University of Calgary study has found that during the first month of the war, at 
least 25 per cent of the content being exchanged by Canadian accounts on Twitter (renamed as 
X) was pro-Russian narratives circulated by primarily Russian and American sources.8 Subsequent 
research showed Canadians who prefer to obtain their news through social media were likely to 
have been influenced by at least some of these narratives.9  

Importantly, during that same period, Canadian government ministers were advancing in 
press conferences a strong narrative about how the Russians were violating the territorial 
sovereignty of Ukrainians, as well as long-standing international norms.10 Yet a scan of the 
Government of Canada’s social media account activity in the first few weeks of the invasion shows 
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that it hewed almost entirely to pre-planned messaging. Suppose social media communicators 
instead had the mandate to support real-time narration in the online space. In that case, they might 
have speedily turned ministerial statements into digestible, sharable posts conveying a morally and 
factually authoritative perspective on the invasion, filling the narrative vacuum Russia partially 
occupied at a key point in the conflict.  

Government practices of filling the information environment with true, current, regular, and 
engaging updates on events and issues can be classed as “cognitive defence.”11 These practices—
along with building the national ability to recognize disinformation—are regarded as some of the 
most important elements of building national resilience against adversarial narrative campaigns.12 
With Canada’s competitors developing increasingly sophisticated capabilities to spread 
disinformation in our media and social media environments—increasingly via artificial intelligence 
tools—cognitive defence should be regarded as an essential mandate for government 
communicators, including, and perhaps especially, defence communicators.13   

Efforts by Canadian government departments to counter Russian disinformation about 
Ukraine have since made a promising shift in the right direction, as seen in the social media posts of 
Global Affairs Canada and Canadian Forces Intelligence Command from mid-2022 onward. These 
debunking posts represent a strong step toward government communicators engaging in narrative 
competition on social media. Yet insofar as debunking posts capture not only Russian 
disinformation, but also the facts that dispel the disinformation, they suggest that governments 
would benefit from putting out more real-time truthful information on defence-related events, as 
they break to “prebunk” disinformation and keep it from taking hold at the outset.14  

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 

 
          Image 1: Social media post issued by the Global Affairs Canada.15 

Source: Screenshot provided by the author. 
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Image 2: Social media post issued by the Canadian Forces Intelligence Command.16 
Source: Screenshot provided by the author. 

	
  
Over the past year, an especially strong performer on social media has been the UK 

Ministry of Defence (MoD), which has tweeted out declassified intelligence and maps on the 
Russian invasion of Ukraine virtually daily, elevating itself as a reliable source of timely and 
authoritative information.17 The UK MoD not only provides updated authoritative information on 
events in the news, but it also regularly supplies wider context and analysis, shedding light on those 
events. This practice can be termed “strategic sensemaking” because it contextualizes those events 
within wider arcs and frames, and helps account for policy decisions related to them. As the post 
below shows, the UK MoD’s updated informational maps are consistently accompanied by the 
department’s strategic narrative that the Russian invasion of Ukraine was “illegal and unprovoked,” 
therefore Ukraine deserves persistent support in repelling it.   
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Image 3: Social media post by the UK Ministry of Defence.18 

Source: Screenshot provided by the author. 
	
  
Narrative practices  
	
  
As the UK MoD tweet above shows, narration involves more than just supplying isolated pieces of 
information. While information concerns the “who,” “where,” “when,” and “what” of events, 
narratives also make inferences about the “why” and “so what” by interpreting patterns such as 
causality and similarity between events.19 Supplying these inferences is highly important, as without 
narratives to hold events together, our minds tend to either remain confused or use the narratives 
offered by others, some of which may be designed to distort our perspectives.20 As the table 
below demonstrates, a narrative is advanced through a set of practices that contextualize events or 
situations by relating them to each other and the larger backdrops of the world. 
 

Narrative Practices for Contextualizing Events and Situations 

Interpretation – isolating important patterns 

Iteration – demonstrating or exemplifying a narrative pattern repeatedly 

Exemplification – highlighting instances—that is, stories—that reflect patterns  

Association – comparing novel events or situations to more familiar ones  

Table 1: Narrative Practices for Contextualizing Events and Situations. 
Source: Author 

 

The importance of narrative practices can be seen in coronavirus communication, where 
institutional delivery of information and data has been noted to fall flat among many citizens, and 
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narrative has been assessed as a more effective vehicle.21 Among the narrative practices listed 
above, Japan’s Public Health Agency’s memorable interpretation of the “Three Cs” of high-risk 
situations—Closed Spaces, Crowded Places, and Close-Contact Settings—empowered its citizens 
and stood the test of time.22 A successful use of iteration was Taiwan’s Central Epidemic 
Command’s Centre’s daily use of Zongchai—the media manager’s Shiba Inu—as a mascot in 
coronavirus-related messages, with the dog attaining popularity both as a meme and a national 
hero.23 

Image 4: Social media post by Taiwan’s Central Epidemic Command’s Centre.24  
Source: Screenshot provided by the author. 

 
Closer to home, memorable Canadian coronavirus communications exemplified stories of 

individuals who contracted the virus. The case of Sophie Grégoire Trudeau, the prime minister’s 
wife (separated in 2023), in 2020 saw Justin Trudeau cast as an early exemplifier of “the prescribed 
way to prevent further spread of the disease” via the press conferences that he conducted outside 
of his home.25 Later in 2021, Canadian public health experts advanced a relatable association 
between multi-layered protection against coronavirus and a hockey team that fields a forward line, 
a defence pairing and a goalie to keep the opposing team from scoring against them.26  
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These examples of coronavirus-related communication demonstrate how government 
communicators in the era of social media must not merely provide information but make it 
narratively digestible, poignant, and relatable. They also indicate how our human need for patterns 
calls on government and military communication narration to be maintained consistently (ideally, 
daily). Taiwan’s daily public health communications featured the Shiba Inu as a COVID mascot. In 
contrast, the Canadian association between the coronavirus and hockey was made only a few 
times and shows little sign of having penetrated Canadian consciousness. Only when information is 
contextualized through consistent practices of narration does it have a good chance of being 
noticed, shared, and applied by individuals making sense of a complex world.  
  
Narrative Craft 
	
  
Were a decision made to place narration at the centre of public communication, the next question 
would be “how”? The most important thing to understand about narratives is that, even though we 
use them to make sense of new situations, they virtually always match pre-existing frames with 
which we are already familiar.27 Helpfully, Canadian literary critic Northrop Frye described four 
well-known narrative frames with deep roots in Western culture that can play a helpful role in 
guiding the creation of narratives: comedy, romance, tragedy, and irony. In a comedy, there is minor 
turbulence, but the status quo is under control and sustainable. In a romance, the ground is shifting 
radically—although whether for better or worse will depend on the courage and valour of 
participants. In a tragedy, all hope in current structures is lost, and grieving and a hard shift are 
required. In irony, change is overdue, and the only recourse is dark, absurd humour. These four 
traditional narrative frames structure the great stories of entertainment, politics, and even religion 
through typical arrangements of plot, characterization, imagery, emotion, and values.28 Drawing 
appropriately on these narrative moulds can help defence communicators stay true to the 
government perspective while connecting with a wide range of audiences, given their familiarity 
with age-old—and yet still highly current—narrative traditions.  
  
Narrative Awareness 
	
  
On participative social media, whenever anyone selects words and images to make a point, a story 
is likely to be told—whether deliberately by the original source, or through the follow-on 
storytelling of others. Narrative awareness is having the foresight of the story likely to be told by or 
about an incident or communication before it happens.  

A tweet from a former Canadian Armed Forces (CAF) chief of the defence staff in 2021 
provides an example of how narrative awareness could have averted a serious communication 
misstep. The tweet (see the image below) featured a romantic message about building diversity 
and inclusion that fundamentally involves combatting the status quo. But the image accompanying it 
was of seven white men in a boardroom, reinforcing a comic narrative of institutional leaders 
maintaining the status quo and highlighting a “say-do gap” in the organization. When observers 
noticed the mismatched narrative frames in the text and image, the CAF became the butt of ironic 
jokes. This case demonstrates how narrative is bound to happen whether we are intentional about 
it or not—so it is best to be intentional about it. 
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Image 5: Social media post by former Canadian Armed Forces chief of the defence staff.29 

             Source: Screenshot provided by the author. 
 

In contrast, a tweet about diversity and inclusion posted by the Canadian Forces Liaison in 
Washington’s @CAFinUS account in 2020 demonstrated how to deploy a narrative frame with 
intentionality. This tweet featured a picture of a male CAF soldier returning from deployment 
kissing his boyfriend, appended with the hashtag #proudboys—a response to a challenge from 
influencer George Takei to “troll” the right-wing extremist group Proud Boys.30 This tweet 
presented the CAF as a vanguard romantic organization that celebrated its gay troops and had an 
online cachet. The massively positive response to this tweet demonstrates how knowingly working 
with narrative frames can help an institutional account gain the positive moral high ground and 
attention in a crowded information environment.    
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Image 6: Social media post by the Canadian Forces Liaison in Washington.31 

Source: Screenshot provided by the author. 
 

Narrative Tools and Policies 
	
  
While narrative practice can be as much of an art as a science, building a savvier approach to social 
media communication benefits strongly from data, especially in expeditionary contexts. Automated 
tools could be used to provide situational awareness of narratives on social media, supporting the 
quick debunking of potentially dangerous disinformation and the filling of informational gaps while 
maintaining the privacy of Canadian citizens in keeping with the National Defence policy.32  

Updated communication policies may also be required to support narrative practices. The 
communication policies of the Treasury Board of Canada call for departments to release only 
“objective” information to maintain public trust.33 Yet recent research shows that public trust is also 
founded on the belief that governments are benevolent, which suggests that evoking values of care 
and emotions of concern may be just as important.34 How to evoke relatability as well as reliability 
through appropriate advocacy of values and expressions of emotions in institutional 
communications is a question being reconsidered in the social media era.35  

The most important requirement for engaging in the online battle of narratives is for 
communicators to be empowered to operate closer to the speed of social media. In military 
parlance, this objective would be facilitated by mission command processes that do not require the 
highest levels of government approval for every message released. Ideally, when new issues arise, 
communication managers would be permitted to create narrative guidance quickly, and 
communications teams would be entrusted to deliver narratively aligned social media content that 
responds to relevant events and the social media moment.  
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Conclusion 
 
One of the aims of this article is to demonstrate how militaries can be competitive actors in digital 
and social media, playing to win the narrative battles in the information environment. Undoubtedly, 
competing strategically and tactically on the level of narrative will require new communication-
related attitudes, processes, tools, and policies. The following are some general tips:  
 

• Implement strategic sense-making mandates and practices that empower communicators to 
narrate issues in terms of their implications for national interests and values in ways that are 
engaging as well as informative; and 

• create policies that delegate down social media communication responsibilities to 
departmental and unit teams, so government communicators can swiftly explain and 
contextualize events as they arise for audiences on social media, and quickly address 
counter-narratives developing through disinformation. 

In the era of social media, no one is exempt from telling stories—or from anticipating the stories 
based on their own and others’ actions. It is, therefore, crucial for militaries and governments to be 
aware of how they and their interests are implicated in the narratives circulating on social media, 
and to fill narrative vacuums that will otherwise be exploited by Canada’s adversaries.  
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Maintenance Operating Periods in Multi-Domain 
Operations 
 
Lieutenant Colonel Andrew Bellocchio 
 
 

he US Army’s doctrine is at an inflection point. Adversaries have observed the US Army’s 
reliance on technological dominance, power projection, and sustainment at scale for the past 
twenty years in Iraq and Afghanistan.1 Coupled with emerging technologies, strategic 

competitors such as China and Russia learned to maintain a standoff while gaining an advantage 
against the US. In response, the US Army is evolving its doctrine to posture for competition in 
standoffs across multiple domains (land, sea, air, space, cyberspace, and cognitive) and, if needed, to 
penetrate, disintegrate, and exploit as a member of a joint force (i.e., multi-service) fighting in 
armed combat. As described by the Army’s Training and Doctrine Command (TRADOC), the 
document requires changes across the elements of doctrine, organization, training, materiel, 
leadership, personnel, facilities, and policy (DOTMLPF-P).2 
 
Doctrine-driven Change to Aviation Sustainment 
	
  
The 2019 Army Modernization Strategy provided a framework to transform the army into a multi-
domain force by 2035.3 The strategy highlighted six materiel priorities to drive procurement and 
modernization, one of which is the Future Vertical Lift (FVL). The FVL platforms will fly further, 
faster, and longer with greater lethality to increase operational reach and effectiveness against near-
peer competitors.4 The FVL family of systems is the army’s next generation of rotorcraft and 
uncrewed aircraft that will achieve increases in reach, protection, and lethality far greater than the 
enduring fleet of Apaches, Black Hawks, and Chinooks that were designed in the 1960s and 1970s. 
Current procurement efforts are scheduled to field Future Attack Reconnaissance Aircraft (FARA), 
Future Long Range Assault Aircraft (FLRAA), and Uncrewed Aircraft Systems (UAS) in the early 
2030s.5 

As the materiel solution promises advanced aircraft for Multi-Domain Operations (MDO), 
the sustainment strategy must likewise adapt to the more capable aircraft operating in the new 
MDO environment. For the last twenty years, army aviation largely sustained itself from the 
sanctuary of large airfields such as Balad, Bagram, and Kandahar Air Bases. This sustainment 
approach was logical because the combined allied air forces possessed air supremacy, and the 
military could take advantage of the US and allies’ sustainment scale and capacity.6 In an MDO 
environment, however, air superiority is not assured, and a near-peer adversary can threaten large 
logistical bases; therefore, the US Army must change how it sustains aviation operations in the 
future.7  
 
Meeting Doctrine’s Need through Maintenance Free Operating Period 
(MFOP) 
	
  
In 2017, TRADOC authored The U.S. Army Functional Concept for Sustainment (AFC-S).8 The 
sustainment approach stated that “a combination of logistics demand reduction and novel 
distribution capabilities is essential to enabling multi-domain battle and semi-independent 
operations.”9 A year later, Lindsay Maples conducted a gap analysis of AFC-S’s sustainment 

T 
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concept.10 The author found two primary gaps not addressed by the AFC-S: effective sustainment 
in dispersed operations and under Area Access/Area Denial (A2/AD). The U.S. Army in Multi-
Domain Operations 2028 acknowledged the need for dispersed deployment and sustainment by 
calling for aviation units to “rotate through a network of dispersed, austere locations in the Tactical 
Support and Close Areas.”11 Dispersed units functioning as multi-domain formations are recognized 
as a key part of MDO (Figure 1). A key action for multi-domain formations is to possess the ability 
to manoeuvre independently, which is partially defined as “operating dispersed for an extended 
period without continuous [or contiguous] support.”12 (The full definition is in Figure 1.) 

To achieve independent manoeuvre and function in austere locations, aviation units must 
be able to operate for short periods of time with minimal sustainment (e.g., maintenance). Thus, 
operating periods with no or little maintenance are highly desirable in MDO. Operating for 
extended periods with no maintenance is a sustainment approach known to reliability engineers as 
Maintenance Free Operating Periods (MFOP). 

MFOP is an attractive sustainment strategy for MDO because it offers an assurance of flight 
operations over a given number of operating hours that are neither disrupted by maintenance 
actions nor encumbered by heavy sustainment needs. The similarity between the definitions of 
independent manoeuvre (Figure 1) and Maintenance Free Operating Period (Figure 2) is 
noteworthy—the conclusion is that MFOP provides a means for aviation assets to achieve 
independent manoeuvre. 
 

Figure 1: Maintenance Free Operating Periods are implied as part of the independent manoeuvre required in Multi-
Domain Formations (highlighted in green).  
Source: The U.S. Army in Multi-Domain Operations (TRADOC Pamphlet 525-3-1).13  
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Figure 2: Key Definitions and Terms. 

Source: The U.S. Army in Multi-Domain Operations (TRADOC Pamphlet 525-3-1).14 
 
From Status Quo to Operating Periods 
	
  
Today’s enduring fleet or status quo (see the top concept in Figure 3) experience frequent 
disruptions to flight operations as the result of maintenance. An MFOP strategy minimizes 
disruption during the operating period by consolidating all scheduled maintenance (i.e., preventive 
maintenance based upon a calendar, cycles, or flight time shown as grey in Figure 3) to a recovery 
period after the completion of the operating period. To help with this consolidation, the US Army 
is investigating the application of Maintenance Steering Group 3 techniques to synchronize 
scheduled maintenance into the recovery period.15 

An MFOP strategy also seeks to minimize the disruption caused by unscheduled 
maintenance (i.e., unexpected faults discovered in flight or during operation checks, shown as red 
in Figure 3) through prognostic and predictive maintenance. Prognostics and Predictive 
Maintenance (PPMx)—shown as blue in Figure 3—have matured after the demonstrated success 
of conditions-based maintenance and the arrival of technologies such as diagnostics, structural 
health monitoring, analytics, and artificial intelligence. 
 
Risk-based Maintenance in MFOP 
	
  
The conceptual framework for maintenance operating periods has two approaches. The strictest 
interpretation is MFOP, which is highly desired but may not be achievable by FVL. A Limited 
Maintenance Operating Period (LMOP), discussed later, offers an approach that is practical and 
achievable by FVL. 
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Figure 3: The conceptual framework for maintenance operating periods has two approaches: MFOP or LMOP. 
Source: Author 

 
An MFOP is not necessarily maintenance free. Rather, it smartly uses risk-based 

maintenance to manage maintenance tasks in the recovery period. PPMx anticipates component 
wear out with sufficient notice to allow repair before disruptive failure occurs. These new 
technologies and the advent of PPMx support a risk-based maintenance approach. An operating 
period strategy measures the risk of disruption to the operating period (frequency and repair time) 
and excessive recovery periods. Consequently, risk-based maintenance “seeks the minimization of 
failure during the operating period and the minimization of the subsequent recovery period 
duration.”16 Risk-based maintenance provides the commander with the tool to inform maintenance 
decisions while preserving the operating period. It allows the commander to see which preventive 
repairs to undertake at the recovery stage to provide the best probability of success for the next 
operating period. 

MFOP shares much with the commercial airline industry’s Time-Limited Dispatch (TLD) 
approach.  Airlines dispatch an aircraft for flight operations throughout the day, with maintenance 
occurring after reaching a time limit measured in flight hours.17 The main difference between MFOP 
and TLD is that the latter is based upon short-term fault acceptance, while the former is more 
comprehensive in its use of multiple approaches to minimize disruption to flight operations. 
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Impact of Reliability: Today and in the Future 
	
  
A longer operating period duration is desirable to extend FVL’s independent manoeuvre. 
However, the current and near-term component reliabilities limit the achievable operating period 
duration. Matthew Beigh et al. estimated the performance of a mature and generic representative 
utility helicopter (RUH) attempting a 12-hour operating period (shown in Figure 4). The RUH 
successfully completed the 12-hour period without an essential maintenance action in only 34 per 
cent of the attempts. The discrete event simulation then explored the impact of near- and future-
term reliability in the RUH. Near-term provides a 100 per cent improvement in system reliability 
and is considered an achievable level by the next generation of rotorcraft, such as FVL. Future-term 
represents a 500 per cent improvement in reliability and is considered two or more generations 
away.18 Sustained maintenance-free operating periods beyond 30 hours appear unlikely for FVL 
aircraft that are designed today and fielded in the next decade. 
 
Fitting Doctrinal Needs to Achievable Goals Using LMOP 
 

 
Figure 4: The probability of achieving the MFOP is plotted against an MFOP duration. An RUH is plotted as 

a diamond. Future solutions are shown with 100% and 500% increases in current reliability.  
Box plots in quartiles estimate uncertainty. 

Source: Beigh et al.19 
 

Recognizing that FVL designs are at risk of achieving longer periods, an alternate approach 
to operating is introduced as LMOP. An LMOP is a series of shorter, maintenance-free operating 
periods, as sketched in Figure 3. Such shorter bursts of operations align with MDO. The doctrine 
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specifies independent manoeuvre with a reduced logistics demand to maintain offensive operations 
over three to four days.20 LMOP is a means to string together shorter, more achievable MFOPs 
(fewer than 30 flight hours) that satisfy the need to conduct offensive operations over a few days 
at a time. 

Inside the LMOP and after each shorter MFOP, corrective and preventive maintenance is 
done in a Limited Recovery Period (LRP). Each LRP is a few maintenance hours and may be done 
in the tactical support area by organizational maintenance. This concept enables a Progressive 
Phase Maintenance (PPM) approach by permitting some preventive maintenance in the recovery 
between MFOPs. 

After the conclusion of the LMOP, a full Maintenance Recovery Period (MRP) is performed 
to prepare the aircraft to achieve the next LMOP. Scheduled maintenance may be done at the LRP 
at the discretion of the commander but cannot be required. Scheduled maintenance shall be 
required only in the full maintenance recovery period. This reduces the disruption of scheduled 
maintenance during the LMOP and empowers the commander to balance mission and 
maintenance demands. 

Shorter MFOPs (fewer than 30 hours) present a lower risk to FVL and facilitate MDO’s 
desire for reduced logistics demand during 72 to 96 hours of offensive operations. LMOP offers a 
series of shorter MFOPs that support successive offensive operations during MDO’s penetrate, 
disintegrate, and exploit phases. LMOP employs achievable MFOPs while providing the 
independent manoeuvre required of FVL in MDO. Controlling the LRP decreases the logistical 
footprint in the tactical assembly areas, making the formation more mobile and survivable against 
long-range artillery and air threats. Finally, the predictability of the LRP and MRP enables precision 
logistics required by MDO to provide a reliable, agile, and responsive sustainment capability. 

As a new concept, LMOP requires further analysis through modelling and simulation to 
identify achievable goals that can be quantified in requirements documents. Properly controlling the 
LRP ensures the advantages gained by independent manoeuvre are not overcome by excessive 
maintenance. Repairs in the LRP should have a short duration (less than an hour) and require 
minimal parts, tools, and expertise. Allowable maintenance actions must be identified and designed 
for the LRP, while all other actions are restricted to the longer MRP. Finally, the impact of forward 
maintenance on sparing levels and throughput of sub-assembly repairs at the depot requires further 
study. 
 
Time for Change to Operating Periods 
	
  
The British Royal Air Force introduced MFOP in the 1990s as part of the Ultra Reliable Aircraft 
Pilot study.21 The study achieved limited success because of immature technologies and limits on 
existing aircraft. In 2011, NATO’s AVT-144 Technical Team concluded that new aircraft designs 
incorporating emerging technologies are needed to fully realize the benefits of MFOP.22 FVL 
presents the US Army with its first chance to make that revolutionary leap in maintenance. 

The combination of new doctrine and the arrival of the next-generation rotorcraft is a 
unique opportunity for the proposed change. Approaches like risk-based maintenance and 
technologies such as health-monitoring systems are now mature enough to begin shorter operating 
periods under the LMOP concept. LMOP achieves the desired independent manoeuvre to meet 
MDO’s need for between 72 to 96 hours of offensive operations. As FVL matures in later 
increments, the operating period duration will likely grow and begin to resemble a traditional 
MFOP. Thus, MFOP sits at the intersection of a doctrinal need and the opportunity provided by 
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the FVL family of systems as a new platform capable of using maturing technologies. FVL is the 
moment for change to operating periods. 
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Investigation of Ground-Based Air Defence System 
Options Using Simulation and Data Farming 
 
Maude Amyot-Bourgeois, George Nikolakakos, and Lynne Serré 
 
 

he “grey zone” refers to a set of operations between competitors (state and non-state 
actors) that are more intense than peacetime diplomacy but characterized by conflicts below 
the threshold of conventional warfare.1 The types of operations conducted in the grey zone 

extend beyond kinetic actions, venturing into diplomatic, informational, and economic territories. 
Notably, the highest level of intensity remains the military actions against competitors that might 
not be met with a declaration of war, but that may strain resources and leak intelligence, as 
experienced by the Taiwanese Air Force against its Chinese competitor.2 In other examples, Iran 
and Israel have accused one another of conducting drone and missile strikes against oil tankers and 
commercial ships.3 And two Saudi Aramco oil facilities were attacked in 2019 by drones and 
missiles, which momentarily disrupted the country’s oil industry.4 Domestically, Canadian and 
American Arctic airspace has been regularly challenged by Russian bombers and surveillance 
aircraft in recent years.5 A common theme among these recent grey zone operations has been the 
use of airborne threats.  

As airborne threats, such as missiles, rocket, artillery, and mortar (RAM) munitions and 
drone technology, have become accessible to an increasing number of state and non-state actors, it 
has become progressively vital that the Canadian Army acquires a Ground-Based Air Defence 
(GBAD) capability to protect its land-force elements and key installations against airborne attacks.6 
The Canadian Army GBAD requirements have been assessed, and potential architectures have 
been studied.7 Additionally, the performance of a select number of systems considered for the 
future Canadian GBAD capability has been previously examined by Defence Research and 
Development Canada (DRDC) Valcartier Research Centre using high-fidelity modelling and 
simulation. In this paper, we build on their previous work by applying their calculated kill 
probabilities as a function of range and target type, obtained through individual performance 
assessment modelling, to a broader modelling and simulation study involving multiple systems and 
threats. More specifically, data farming methods are used to compare the performance of various 
GBAD system options against airborne threats in the context of a point-defence scenario.  

The paper is organized as follows. The following section describes the methodology applied 
to conduct the GBAD options assessment. This includes a brief description of data farming, the 
modelling process that was applied using an agent-based modelling tool called Map Aware Non-
uniform Automata (MANA), which was developed by the New Zealand Defence Technology 
Agency, and the design of the experiment used. The subsequent section reports on the 
experimental results obtained. The final section concludes the paper by describing the significant 
findings and suggesting areas for further study. 
 
Methodology  
 
The experiment performed for the assessment of the GBAD systems followed a process called 
data farming. This concept was first proposed in 1997 and developed through the Project Albert 
working group, affiliated with the US Marine Corps.8 Its usage for military applications was further 
investigated by various NATO modelling and simulation task groups (MSG-088, MSG-124, MSG-
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155), resulting in the publication of several comprehensive reports on the process.9 The US Naval 
Postgraduate School SEED Center for Data Farming has also produced numerous theses and 
papers on the subject. 10  Data farming emerged from the rapidly increasing performance of 
computers that allowed for the generation and storage of massive amounts of data, combined with 
the desire to explore data smartly and efficiently (to grow and harvest in data-farming terms), 
which could be used to answer specific questions.  

Data farming is an iterative process in which a preliminary analysis is followed by the 
growth of additional data in interesting regions of the explored parametric space. Trend 
predictions, explanations of outcomes and outliers, and many more insights can be extracted from 
the data generated.11 The DRDC’s Centre for Operational Research and Analysis (DRDC-CORA) 
has recently developed a capacity to utilize the data farming concept for procurement 
investigations and other military applications.12 The following subsections detail the steps of the 
GBAD study that correspond to the data farming process.  
 
Air Defence Scenario 
	
  
An air defence scenario was developed within the MANA simulation environment to assess the 
performance of different GBAD systems against various key threats. The scenario was inspired by a 
previous tabletop exercise conducted by the DRDC Counter Uncrewed Aerial Systems (CUAS) 
working group. That study investigated the defence of a vital point, where a forward-deployed 
activity was being conducted against threats from hostile Uncrewed Air Vehicles (UAVs). In the 
present study, the vital point (or high-value asset) being defended is an airfield. RAM munitions of 
varying sizes and intensities, as well as a swarm of UAVs of varying numbers, are targeting the 
airfield, which is being defended by different GBAD system concepts that are considered for this 
study. The overall aim of the experiment is to assess the performance of the competing GBAD 
systems against the various key threats.   
 
Model Development  
	
  
The modelling of the point-defence scenario was implemented using MANA.13 MANA is a 
relatively simple and abstract two-dimensional distillation tool, making it well suited for data farming 
studies. As a result of the high level of abstraction, only the horizontal component of the threat 
trajectories was considered in this study. The interaction between the threats and the effectors was 
simplified to the kill probability (i.e., the probability of the outbound intercepting effector defeating 
and incapacitating an incoming threat) as a function of the distance depending on the type of threat 
and the type of effector. It was further assumed that an effector engagement was limited to one 
target at a time. The kill probabilities used in this study were extracted from three different high-
fidelity GBAD performance assessment studies produced by DRDC Valcartier Research Centre 
and calibrated for MANA. Four RAM threats were modelled: 81 and 120 mm mortars, 155 mm 
artillery rounds, and 220 mm rockets. Each threat type was assigned a trajectory characterized by 
speed and maximum projectile range. The UAV modelling was based on the specifications of a 
small NATO Class 1 UAV. The terrain aspect, as well as the environmental conditions, were not 
considered for this investigation. The GBAD sensor system was assumed to be perfect, focusing 
the study only on the effector-threat engagements. Figure 1 illustrates the initial position of each 
entity for the RAM case and the positions of the modelled GBAD systems: the Iron Dome, 
Centurion, and the targeted airfield. 
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Figure 1: Map at the start of an iteration for the RAM scenario.  
Source: Authors 

Design of Experiment 
 
Among the independent variables, four variables of interest were parameterized in scenario 1 
(RAM): the GBAD system type, the threat type, the number of threats, and the threat-launching 
rate. The GBAD systems considered included a medium-range, missile-based interceptor, a short-
range, gun-based interceptor (based on the Centurion, the land-based version of the Close-In 
Weapon System [CWIS]), and a combination of the two systems. The threat-launching rate was 
defined as the number of threats launched per minute. For scenario 2 (UAV swarm), two variables 
of interest were selected: the GBAD system type and the UAV swarm size (i.e., the number of 
inbound UAVs). Here, two potential future High-Energy Laser (HEL) systems and their 
combinations with the Iron Dome-based or Centurion-based system were added to the list of 
GBAD systems under consideration.  

Table 1 captures the range and increments of the sampling applied for each parameter, or 
the possible levels for the categorical variables. Other independent variables, such as the initial 
positions of the threats and GBAD systems, the ammunition load, the delay between two missile 
shots (Iron Dome) or two salvoes (Centurion), and the illumination dwell time (HEL) of each 
system were kept constant throughout the experiments. 
 

Parameter Levels (categorical); or range and increment 
(discrete quantitative)  

Scenario 1: RAM threats 

GBAD system/mix (3) Iron Dome; Centurion; Iron Dome + Centurion 

Threat type (4) Artillery 155mm; Mortar 81mm; Mortar 120mm; Rocket 220mm 

Threat number [8, 15] 
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Threat launching rate  Range: [1 – 30]; Increment: 1; Unit: [threats/min]                              

Scenario 2: UAV Swarm  

GBAD system/mix (9) Iron Dome; Centurion; 5 kW HEL; 30 kW HEL; Iron Dome + 
Centurion; Iron Dome + 5 kW HEL; Iron Dome + 30 kW HEL; 
Centurion + 5 kW HEL; Centurion + 30 kW HEL 

UAV swarm size [1, 5, 10, 15, 20, 25, 30, 35, 40, 45, 50] 

Table 1: Description of the range of values for the variables of interest.  
Source: Authors 

 
The design points (DPs) were generated following the factorial design of the experiment 

method, which means that every possible combination of the different values for each parameter 
was included. Five hundred iterations per DP were respectively performed for the RAM and UAV 
swarm scenarios, for a total of 360,000 and 49,500 data points collected for each case. The 
simulations were run in batch mode using the command line interface to maximize processing 
speed and efficiency.  
 
Measure of Performance 
	
  
The raw data files collected from each data point contain information on the status of the threats 
(dead or alive), their shooter identity, the position of death, and the ammunition usage for the 
GBAD systems. The raw files were organized into a table in which each row was associated with 
an iteration of a particular DP. They contained information on all the parameters and measures of 
performance (MOP) and measures of effectiveness (MOE) that were of interest to the 
investigation. This compilation of results was then used for the post-simulation analysis. In this 
paper, the analysis is limited to one MOE, called the probability of raid negation (Praid), which 
represents the probability that the GBAD system will intercept all threats for a given DP, thus 
allowing no threat leaks to the target. A particular data point is given a binary value Nraid, set at 1 
for iterations where the GBAD system negated all threats and 0 otherwise. The Praid is then 
obtained by averaging Nraid over the 500 replications.      
 
Results and Analysis  
	
  
Figure 2 displays the results of the scenario 1 experiment (RAM threats). Praid is plotted as a 
function of the RAM threat rate with 95 per cent point-wise confidence intervals for each of the 
three GBAD system options against the four different threat types. The number of inbound threats 
was either eight (thin line) or fifteen (thick line). 
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Figure 2: Probability of raid negation for scenario 1 (RAM threats) versus the three GBAD system options. 

Source: Authors 
	
  

Figure 2 shows that, in general, Praid diminished as the number of incoming threats increased 
from eight to fifteen, as the GBAD system became overwhelmed. Similarly, as the threat-launching 
rate increased, Praid decreased. Some cases, such as Iron Dome or Centurion against eight 81 mm 
mortars, exhibited a steep decrease. Others resulted in a much more gradual slope, as was 
observed for the Iron Dome and Centurion combined systems against eight 120 mm mortars and 
155 mm artillery rounds. A notable exception was the case of GBAD system options that included 
the Iron Dome against 220 mm rockets. In this case, the only scenario where the GBAD system 
had a Praid < 1 was for a lone Iron Dome system against the highest number of rockets and the 
highest threat-launching rates. This high success rate was attributed to the high kill probability of 
the Iron Dome system against rockets. The inversion in performance observed between the Iron 
Dome and Centurion options, when the threat number was increased from eight to fifteen 81 mm 
mortars, could be explained by relating the threat casualties to the number of remaining 
ammunition rounds. This shows that the Iron Dome ran out of ammunition as the number of 81 
mm threats increased.  
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Figure 3 displays the results of the scenario 2 UAV experiment. Praid is shown as a function 
of the UAV swarm size with 95 per cent point-wise confidence intervals for the nine GBAD 
system options. 
 

 
Figure 3: Probability of raid negation for the UAV swarm scenario.  

Source: Authors 
 

Figure 3 demonstrates a clear divide in performance between the individual (orange hues) 
and mixed (blue hues) system concepts, with the latter outperforming the former. The two HEL 
options were rapidly overwhelmed as the UAV swarm size increased. This was due to the delay 
between consecutive laser shots, which was longer when compared to the other two GBAD 
systems under consideration. The top-performing GBAD system option was found to be the 
mixed system composed of the Iron Dome and Centurion. This combination showed a capacity to 
negate raids of fifteen or fewer UAVs, with decreased performance becoming apparent as the 
ammunition load was depleted when swarm sizes were larger.  
 
Conclusion 
	
  
The study aimed to assess the performance of different GBAD system options against various 
airborne threats in a point-defence scenario. The probability of raid negation was selected as a 
measure of performance. It was found that for all of the threat types investigated, as the scenario 
intensity was increased to test the saturation point of the GBAD system options, the individual 
systems were overwhelmed more rapidly than the mixed systems. This demonstrated that a mixed 
system GBAD concept could be more effective than a single-system concept for defending against 
RAM and UAV threats in a point-defence scenario. 
  The data farming process using MANA that was developed and applied to this investigation 
allows for a wider list of variables to be parameterized in future experiments. This includes the 
delay between shots, the GBAD components’ position, and the number of individual systems 
included. A broader variety of air-defence scenarios, such as a convoy or the protection of the 
largest possible area occupied by a Canadian Mechanized Brigade Group, is also of interest for 
future work.14 Increasing the number of parameters being explored will render the analysis via 
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summary statistics and visualization much more complex. To overcome this, DRDC-CORA has 
been developing machine-learning methods that support the analysis and will be applying them to 
interpret the results. The Praid analysis offered a good general overview of system performance but 
was insufficient to understand and extract all relevant system trends and performance information. 
A broader range of MOP will be considered in future experiments to complement the Praid, such as 
the percentage of threats intercepted, the number of ammunition used, and ammunition efficiency. 
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GIS Analysis of Potential Missile Targets in Canada 
Maximizing Potential Damage 
 
Geoff Pond, Emilie Breuvart, Andrew B. Godefroy, and Cindy Lin 
 
 

hile the Cold War may have passed, North America remains at risk from kinetic 
attacks. The events of 9/11 are a stark reminder that even non-state actors may 
attempt to cause catastrophic damage in North America, launching strikes from across 

the globe. Further, state-on-state warfare using conventional kinetic weapons, most recently in 
Ukraine, has re-established what many thought were outdated Cold War-era threats.1 This article 
considers the motivations and means by which state and non-state actors might strike Canada 
using a ballistic or cruise missile (e.g., policy change, economic damage, regime change), recognizing 
that contemporary missile technology affords adversaries the opportunity to strike virtually 
anywhere in the world. Moreover, it considers, with respect to those motivations, what Canadian 
targets may best meet a potential aggressor’s aspirations. 
 
Contemporary Missile Technologies 
	
  
Intercontinental Ballistic Missiles (ICBMs) have long been the stalwart of deterrents among Cold 
War actors. Russia and the US have continuously improved on Cold War-era ICBM designs by 
increasing the lethality of their payloads. For example, beyond just improving a missile’s fuel 
efficiency or payload capacity, designers have maximized the payload delivery with packages 
containing multiple, independently targetable re-entry vehicles (MIRVs). Specifically, the US 
continues its development of a ground-based strategic deterrent (GBSD) meant to replace its 
currently deployed LGM-30G Minuteman III ICBMs. Likewise, Russia is developing the Kedr ICBM 
to replace the historic RS-24 Yars systems and is hoping to field these weapons by 2030.2 Notably, 
the Russians aspire to deploy twenty regiments fielding the Sarmat heavy ICBM by 2030, able to 
carry the hypersonic boost-glide Avangard re-entry vehicle, thereby imparting Russia the capability 
of launching from difficult-to-track mobile launchers and to strike virtually anywhere in the globe 
using a re-entry vehicle travelling at hypersonic speeds. China and India have also introduced new 
ICBM designs into their arsenals since the end of the Cold War. For example, the recently 
introduced and tested Chinese DF-ZF hypersonic glide vehicle can be fitted to a variety of existing 
ballistic missiles. Similarly, the North Korean Hwasong-8 is believed to be of similar design to 
China’s DF-ZF. North Korea’s missile test on March 24, 2022 demonstrated a renewed interest in 
ICBMs and a technological step forward in ICBM technology.3  

Cruise missiles have also vastly improved in the last two decades. Typically, ballistic missiles 
have limited manoeuvrability post-launch and are instead committed to following a ballistic 
trajectory defined primarily by the ascent angle and boost. Following the boost phase of flight, the 
missile is no longer powered. Conversely, cruise missiles remain powered throughout the entirety 
of their flight and, consequently, are able to fly at flat trajectories—often at low altitudes—with 
substantially greater manoeuvrability. The Russians have demonstrated the Zircon anti-ship 
missile—a hypersonic weapon used for closer-range engagements with naval platforms.4  

Clearly, notwithstanding the end of the Cold War, the pace of development among ballistic 
and cruise missiles has not abated. Given the continued advance of these technologies among Cold 
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War adversaries and others pursuing their own programs (e.g., Iran, China, Pakistan), this pace has 
only increased.  
 
Belligerent Actor Objectives 
	
  
Any number of state actors might intentionally launch a missile strike targeting Canada should the 
situation merit taking such a bold move. Accidental strikes are also conceivable, resulting from 
targeting errors or mechanical malfunctions as adversaries seek to strike Canada’s geographically 
linked allies (i.e., the US). Certainly, it seems that a nation state would gain little by striking Canada 
kinetically, given the limited ability of those possessing ICBMs to gain a physical foothold in Canada 
unless motivated by other objectives. These objectives may include disrupting the economy, 
isolating Canada from allies, or deterring the political leadership from taking action to defend 
national interests at home or abroad. Further, supplying and supporting a proxy actor (thereby 
affording the state actor plausible deniability) and having the opportunity to launch shorter-range 
weapons (e.g., a short-range containerized missile launcher onboard a maritime vessel offshore) is 
also conceivable. In such cases, the objectives of the sponsoring state actor may be the same as 
those noted earlier. One might reasonably question what a non-state proxy actor might have to 
gain.  

Understanding the objectives of non-state actors, their values, and Canada’s national 
priorities is instrumental in optimizing defence resources.5 Non-state actors engage in kinetic 
conflicts to pursue goals varying from ultimate (e.g., policy change), strategic (e.g., creation of fear 
or economic damage), organizational (e.g., morale building), and tactical.6 It is with these goals in 
mind that we consider candidate Canadian targets that best achieve them.  

The Global Terrorism Database (GTD) is instructive for discerning candidate targets.7 The 
GTD contains the details of over 200,000 terrorist attacks throughout the globe collected through 
the automated natural language processing of millions of news articles published daily, followed by 
verification by human analysts. This database offers a historical perspective of Canadian sites 
targeted by non-state actors and how sophisticated weapon systems (e.g., missiles) have been used 
internationally by non-state actors in pursuit of their organizational objectives. To be included in 
the GTD, the incident must be intentional and violent. Further, the perpetrators must be “sub-
national actors.” Lastly, two of the three following criteria must be satisfied: the event falls outside 
the context of war; the intent was to influence an audience broader than the immediate victims; 
and the act was perpetrated in pursuit of a “political, economic, religious, or social goal.”8  

Among attacks having occurred strictly within Canada, the GTD includes a total of 106 
from 1970 to 2017, perpetrated by domestic and foreign agents, organized groups, and lone 
wolves.9 The breadth and distribution of targets reflect the varied objectives of these actors. Those 
wishing to sow fear might reasonably target the civilian populace, while those seeking to cause 
economic damage would reasonably target elements of critical infrastructure such as utilities or the 
transportation grid. They may alternatively target large businesses. Those seeking policy changes 
may target abortion clinics, government offices, and foreign government missions in Canada.  
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Figure 1: Targets of historical terrorist attacks on Canadian soil.  
Source: Authors 

 
Canada also enjoys relative security and stability in comparison to many other nations. 

Consequently, it may be comparatively easy to strike a diplomatic mission in Canada rather than 
attacking that nation’s government domestically. Such examples include the 1992 attack on the 
Iranian embassy in Ottawa and the 1985 attack on the Turkish embassy in Ottawa perpetrated by 
the Armenian Revolutionary Army.10 The GTD includes thirteen terrorist attacks on international 
missions in Canada where the target was either high-ranking diplomatic personnel or the embassy 
building itself. These include targeted attacks against Cuba, Iran, Israel, and Turkey. In only two 
cases is the perpetrator listed as “unknown.” Otherwise, perpetrators of these attacks include Black 
September (a former Palestinian militant organization), Omega-7 (a historical anti-Castro Cuban 
group), the Alliance of Revolutionary Cuban Organizations, the Armenian Secret Army for the 
Liberation of Armenia, the Justice Commandos for the Armenian Genocide, the Armenian 
Revolutionary Army, and the Anti-Iran Government Exiles.11 It is also worth noting that Article 22 
of the Vienna Convention on Diplomatic Relations (of which Canada is a signatory) obligates 
Canada to “take all appropriate steps to protect the premises of the mission against any intrusion 
or damage.”12 

The primary target within the GTD categorized as “utilities” are gas plants. A total of ten 
domestic events are recorded in the GTD targeting utilities. Only four events are categorized as 
“transportation”—two of which targeted light-rail systems in either Vancouver or Montreal. While 
it is tempting to draw comfort from the lack of more recent terrorist attacks in Canada, it is not 
due to a lack of motivation and initiative among non-state actors. In 2013, individuals plotted and 
prepared an attack against Via Rail under the guidance and direction of al-Qaeda.13 The infamous 
“Toronto 18”—another group affiliated with al-Qaeda—plotted attacks against the Toronto Stock 
Exchange, Parliament, nuclear power plants, a Canadian Armed Forces base, a CSIS office in 
Toronto, and the CN Tower in 2006.14  

The Government of Canada’s view of critical national infrastructure offers far more detail 
on potential targets. Table 1 includes broad categories and more specific sub-categories. In light of 
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Table 1, a plethora of unprotected targets risks longer-term damage to Canadian communities well 
beyond the human safety and infrastructure damage under threat as part of the immediate attack.  
 
Sector Subcategories 
Energy Electricity; Nuclear Power; Natural Gas; Petroleum 
Finance Banking; Securities; Insurance; Brokerages 
Food Agri-Supply; Crop Production; Animal Production; Aquaculture; Processing 
Government  International; Federal; Provincial; Municipal; Indigenous 
Health Primary Healthcare; Secondary Healthcare; Nursing and Residential Care; 

Medical Support Services 
Information & 
Communications 

Telecommunications; Information Services 

Manufacturing Base Materials; Chemicals; Equipment & Machinery; Technology; 
Transportation; Pharmaceuticals 

Safety Environment; Incident Response; Community Resilience; Professional 
Services; Protective Services 

Transportation Air; Marine; Rail; Road; Trucking; Urban 
Water Watershed Management; Potable Water; Wastewater 

Table 1: Elements of “critical infrastructure.”  
Source: Adapted from the Government of Canada.15 

 
Among other potential targets, missile systems offer belligerents an opportunity to damage 

targets without immediate risk to the perpetrator. Historically, in other countries, missiles have 
been employed by non-state actors to attack targets. Globally, the GTD includes eighty-four events 
involving “missile(s)” as being among the weapons used.16 While these attacks occurred 
predominantly in the Middle East or in Africa, they also include the UK, the US, and other Western 
nations, spanning from 1978 to 2019. The frequency of each target type among these eighty-four 
events is depicted in Figure 2. Given the trends, Canada must not assume it remains immune from 
such adversary tactics.  

Based on a review of the GTD, we may conclude that, at least historically, terrorists have 
preferably targeted private citizens and private property over all other target types when using 
missiles.17 Considering all missile attacks in the database, military targets are the second most 
common target. Government targets (whether legislative or diplomatic) also figure prominently in 
the dataset.  

It is important to note the GTD’s definition of terrorism precludes attacks perpetrated by 
state actors.18 It would therefore be highly speculative to assume the behaviour, motivations, and 
intentions of state actors to be represented by the above analysis. Certainly, state actors are far 
more likely to have access to sophisticated missile systems and have the resources to carry out an 
attack abroad.  
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Figure 2: Targets of historical global terrorist strikes among twenty-five countries using missiles.  

Source: Authors 
 

Now, considering the breadth of belligerent actor motivations described by Marsden, we 
have established a list of potential targets.19 These include areas of high population density to sow 
fear; areas of substantial commercial, industrial, and private real estate value to cause economic 
damage; and universities, power plants, hospitals, and specific points of interest, including major 
sporting venues, government buildings, airports, seaports, and cultural sites. These offer an 
opportunity for belligerents to pursue objectives varying from policy change, influencing public 
attitudes, discrediting government, forcing obedience, provoking counter-reactions, and agenda-
setting.  

We have mapped critical infrastructure and sites of cultural importance across the entire 
nation and major Canadian cities at higher resolution: Halifax, Quebec City, Montreal, Ottawa, 
Toronto, and Vancouver using ArcGIS (a geographic information system mapping software).20 For 
the list, we combined a variety of datasets provided by Statistics Canada detailing census 
subdivision boundaries, population density by census subdivision (as established by the 2016 
census), property values, locations of post-secondary institutions, and healthcare facilities. These 
databases were combined with open sources detailing the locations of airports, power-generation 
plants, refineries, and pipelines. For brevity, we include only Montreal here as an example in Figures 
3 and 4. 
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Figure 3: A map of Montreal detailing population density and points of interest.  

Source: Authors 
 

 
Figure 4: A map of Montreal detailing property value and points of interest.  

Source: Authors 
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Naturally, the downtown core is the most densely populated area. Importantly, this is also 
the area where property values are highest. Consequently, striking Montreal’s downtown core 
offers a belligerent the advantages of having sewn fear and achieving immediate economic damage. 
Again, the downtown core is rife with medical facilities, post-secondary education facilities, and 
other points of interest. Belligerents seeking to cause objectives of policy change on the 
international level, influencing public attitudes, or discrediting a government seemingly unable to 
protect its own citizens might choose to target these sites. Somewhat more obscure in the inset 
are critical elements of national infrastructure, including rail and road bridges. A strike here would 
also impact operations in the St. Lawrence Seaway—an essential trade route. More specific 
information and direct impacts of successful missile strikes on select locations are detailed in Table 
2.   
 
Conclusions 
	
  
A review of the GTD and public media illustrates that Canada is not immune to attacks 
perpetrated by non-state actors. These attacks are typically of small scale involving explosives or 
small arms. Globally, missiles have also been used in attacks by non-state actors. More advanced 
missile systems are continuously in development by state actors, including North Korea, Russia, and 
China. Recent tests have illustrated success at developing hypersonic weapons designed to evade 
interception by missile defence systems.21 Whether perpetrated by a state or non-state actor, 
there are ample opportunities for belligerent actors to pursue a variety of objectives by striking 
targets in Canada, including the provocation of state-on-state warfare. Mapping software such as 
ArcGIS can be used to identify regions of the country where these potential targets are 
concentrated, thereby increasing the impact of a successful strike.  
 
Targets Details Potential Impacts 

Canadian 
Forces base 

(CFB) 
Bagotville 

• Two CF-18 Tactical Fighter 
Squadrons 

• Combat Support Squadron 
• Radar Squadron 

• Tactical air power neutralized in Eastern 
Canada 

• Reduction in search-and-rescue capability in 
the region 

• Static radar capability reduced, quick 
deployment capability neutralized 

CFB Halifax • Seven Halifax-class frigates 
• Six Maritime Coastal Defence 

Vessels 
• Two Victoria-class submarines 
• Sea Training Facilities 
• Fleet Maintenance Facility 

• Maritime power vastly reduced in the Atlantic, 
with the exception being any vessels deployed 
or otherwise at sea 

• Domestic support capability for maintenance 
of naval assets on the East Coast neutralized 

• Force generation of naval crews supporting the 
Atlantic fleet neutralized; increased pressure on 
Naval Training Development Centre (Pacific) 

Montreal Suncor Refinery • Reduction of up to 137,000 barrels per day in 
the supply of refined petroleum products in 
Eastern Canada 
• Destruction of stored capacity of 1.4 billion 

litres of crude oil  
Énergir Natural Gas Line • Service of natural gas to 205,000 customers 
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disrupted  
Port of Montreal • Canada’s second largest port and largest 

accessible through the Atlantic  
• Monthly imports of 0.6 million metric tonnes 

of cargo and 1.45 million metric tonnes of bulk 
goods disrupted  
• Monthly exports of 0.5 million metric tonnes 

of cargo and 1.2 million metric tonnes of bulk 
goods disrupted  
• Major impact on the importation of crude and 

export of refined products  
• Major imported goods through the port of 

Montreal include iron ore, grains, sugar, 
fertilizers, and salt  
• Montreal handles twenty times the number of 

standard-sized sea containers than the 
combination of alternative ports: Port of 
Halifax, St. John, and Port de Québec 

Montreal St. Lawrence Seaway • The seaway serves over 200 million tonnes of 
cargo annually, supports 329,000 jobs, and 
generates $59 billion in economic activity 
between Canada and the US22  
• The St. Lambert and Ste. Catherine Locks (14 

nautical miles from the Port of Montreal) are 
80 feet wide23  
• Destroying this lock would sever the seaway 

from the Montreal port it is designed to serve  
Victoria Bridge (Route 112) • Two lanes; two rail tracks (CNR’s main line) 

• Next closest rail crossing over the St. 
Lawrence Seaway is Quebec City  
• Destroying Victoria Bridge forces rail freight 

departing the Port of Montreal en route to 
New England to be redirected through the 
CSX DeWitt railyard in Syracuse, NY  

Pont Samuel de Champlain 
(Hwy 10) 

• Eight lanes  
• Serves 50 million road crossings, annually24 
• Equivalently, a reduction of 40 per cent of the 

transit capacity across the St. Lawrence River 
at Montreal 

Pont-tunnel Louis-Hippolyte 
Lafontaine (Hwy 20 – Trans 
Canada) 

• Six lanes 
• Serves 44 million road crossings annually25 
• Equivalently, a reduction of 35 per cent of the 

transit capacity across the St. Lawrence River 
at Montreal  

Pont Jacques-Cartier • Five lanes 
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• 30.5 million crossings annually26 
• Equivalently, a reduction of 25 per cent of the 

transit capacity across the St. Lawrence River 
in Montreal 

Pierre Elliot Trudeau Airport • The fourth busiest airport in Canada 
• Serving 5.2 million passengers annually 
• Approximately 100,000 aircraft movements in 

202127  
• One of four national Air Canada hubs  

Montreal General Hospital • Level I trauma centre (one of three in 
Quebec) 
• 479 beds 

McGill University Health 
Centre 

• Eight research programs, including 500 active 
members and approximately 1,500 research 
trainees  
• Generation of over 2,500 peer-reviewed 

scientific publications  
• Approximately 25,000 surgeries annually28 

University of Montreal Health 
Centre 

• 1,259 beds 
• Among the largest hospitals in North America  
• Level II trauma centre 

Jewish General Hospital • 637-bed teaching hospital.29 
Hôpital du Sacré-Coeur de 
Montréal 

• 554 beds  
• One of three Level I trauma centers in the 

province  
McGill University • Approximately 40,000 students across thirteen 

faculties, 11 per cent of which are Ph.D. 
students30 

Concordia University • Approximately 50,000 students across four 
faculties31 

L'Université du Québec à 
Montréal 

• Approximately 37,000 students across six 
faculties32 

Université de Montréal • Approximately 65,000 students across fifteen 
faculties33 

Table 2: Potential Targets in Eastern Canada and Impacts.  
Source: Authors 
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