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PRESIDENTôS MESSAGE 

  Since this is 

the first News-

letter of 2011, I 

would like to 

wish all our 

members and 

readers a good 

year. Here in 

Canada, we can 

be thankful that our lives are relatively 

secure from the turmoil that is going on 

in the Middle East and North Africa.  

Although even at this point we are not 

entirely unaffectedðwitness the rise in 

fuel pricesðit is nothing compared to 

the experiences of the people in that re-

gion.  As I write, the situation in Libya is 

extremely precarious, and there are regu-

lar protests in other countries with a 

range of reactions from the authorities.  

Egypt is in transition, but appears to be 

relatively stable.  We have a thoughtful 

personal account from ACC Director, 

Nicole Jackson, who happened to be 

touring in Egypt at the time, as were her 

parents, ACC Director, Robert Jackson 

and his wife. 

 We do not know how the various 

scenarios will play out in the future.  It 

does suggest, however, that the interna-

tional community needs to be ready to 

take action, but what that action should 

be, is still a matter of debate.  NATO in 

its new Strategic Concept has identified 

the importance of crisis management ñto 

help manage developing crises that have 

the potential to affect Alliance security, 

before they escalate into conflicts; to 

stop ongoing conflicts where they affect 

Alliance security; and to help consolidate 

stability in post-conflict situations where 

that contributes to Euro-Atlantic secu-

rity.ò 

 Our Spring Conference will ex-

amine in some detail, the new NATO 

Strategic Concept and what it means for 

Canada.  An impressive group of speak-

ers will look at different elements of the 

Concept.  A full program and registration 

form are available on our website.  I urge 

our Toronto area members to come to the 

conference and to pass the information 

on to colleagues and friends who are in-

terested in international affairs.  We 

would especially like to see more high 

school students attend.  We are also 

looking for more sponsors.  Information 

on sponsorship opportunities is available 

on our website. Please bring it to the at-

tention of anyone you know who might 

have a contact with potential corporate 

sponsors. 

 The ACC is counting on all 

members and directors to help ensure a 

good attendance at this event. Equally 

important, we will need the resources to 

record the conference and make print and 

electronic proceedings available to those 

unable to attend. 

 

 

Julie Lindhout, 

President, Atlantic Council of Canada   
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Cameron Becker is finishing his undergraduate degree in Political Science and History at the University of Toronto. 

Hoping to continue his studies with a Masters Degree in Political Science, in collaboration with International Develop-

ment he hopes to utilize his skills in Political Science and vast knowledge of modern Middle Eastern Politics and His-

tory in order to bring new perspective to the Atlantic Council of Canada. Born and raised in Toronto, he has traveled 

in many areas of the world, most poignantly throughout the Middle East gaining first hand experience with the refugee 

situation in Lebanon and the Palestinian-Israeli conflict. With his internship at the Atlantic Council of Canada, Cam-

eron Becker hopes to utilize his extensive knowledge of Middle Eastern topics to provide and in-depth narrative of 

current Middle Eastern and North African developments, with a specific connection to NATO interests in the region. 

He looks forward to you reading his columns. 

Growing up on the West Coast and studying on the East, James Bridger has de-

veloped a deep connection to Canadaôs marine environment. His academic interest 

in maritime security was sparked in 2008 when Somali piracy exploded onto the 

global scene. Astonished that pirates could threaten global trade and security in the 

21st century, James turned his initial inquiry into the causes of Somali piracy into 

an undergraduate thesis at St. Francis Xavier University. Moving from Nova Sco-

tia to Toronto to pursue a Masterôs Degree, James was delighted at the opportunity 

to put his passion to practical use with an internship at the ACC as a maritime se-

curity researcher. Lake Ontario, for the time being, must serve as stand-in for the 

Pacific or Atlantic. 

The Atlantic Council Welcomes its New Interns 

An Interview with NATO SACEUR, Adm. James Stavridis  
Interview By: Sean Palter, Research Analyst   

Depending on the orbit 

of the moon, the distance 

from the earth to the lunar 

surface is roughly 

240,000 miles. While that 

may seem far to most, to 

Admiral James Stavridis 

that distance does not 

even amount to a yearôs 

travel. 

 The current 

NATO Supreme Allied 

Commander Europe (SACEUR) logged over 300,000 air miles 

last year on his way through 40 plus countries. With such a 

heavy travel load and one of the most difficult jobs in the world, 

a typical day has no meaning in the Admiralôs vocabulary. 

ñThere is no typical day,ò comments Stavridis, who is also the 

Commander, US European Command. ñI spend a few days a 

month in my HQ in Mons, a few days in my US HQ in Stuttgart, 

and the rest of the time on the road, from Washington D.C, to 

Afghanistan and everywhere in between.ò Stavridis assumed 

command during the summer of 2009 at perhaps one of the most 

difficult times for the Alliance. Months before, NATO had ap-

pointed a Group of Experts to explore ideas for a new Strategic 

Concept.    Beyond that, he was responsible for one of the 

most difficult wars that the United States and NATO had ever 

encountered: Afghanistan. Now, months after the Lisbon Con-

ference, where the new Strategic Concept was adopted, NATO 

has shifted its focus to a more modern approach. ñItôs a superb 

document,ò exclaimed the Admiral when asked about the new 

Strategic Concept. ñAfghanistan, the Balkans, piracy, cyber, and 

missile defense are some key areas Iôm working on these days.ò 

 Cyber security, one of the issues that Stavridis is work-

ing on, is proving to be the emerging issue of the 21st century. 

Yet many still do not fully understand the capabilities and 

threats posed by this. Stavridis admits that NATO has not been 

sufficiently prepared on this front, but stated that they are work-

ing very hard on that now. ñIôm standing up a cyber monitoring 

and response cell within the NATO command structure and 

linking to the NATO Centre of Excellence for Cyber Defence in 

Estonia, as well as to the NATO response cell within the NATO 

Cyber Response Centre run by the NATO agencies,ò the Admi-

ral explains. ñWe also have to explore private-public linkages, 

which we just did in a one-day conference at NATO HQ at-

tended by big corporations, academics, military and a wide  

NATO SACEUR Adm. James Stavridis  
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 variety of nations.ò 

 One of the moments that still resonate within him was 

flying over Afghanistan for the first time since becoming the 

SACEUR and realizing the many challenges that he faced. 

ñIôm passionate about Afghanistan, and I think the key is the 

comprehensive approach,ò remarks Stavridis, the first Naval 

officer to hold the position of SACEUR since it was created in 

1951. ñIf we can link together all the elements of NATOôs capa-

bilities ï economic, political, military, cultural, linguistic, tech-

nological and so on ï in a comprehensive way, we have a good 

chance of succeeding. This comprehensive approach, which is 

international, interagency, and private-public is the key to secu-

rity in the 21st century.ò 

 The progress witnessed in Afghanistan by Stavridis 

since becoming SACEUR has been significant.ñThe build up of 

the Afghan Security Forces has been impressive ï weôve now 

got 270,000 trained with a goal of 300,000 by this fall. Weôll 

meet that, and the truly good news is their increased ability to 

operate effectively in the field,ò explains Stavridis. ñIn the 

South, we see the ratio of coalition to Afghan forces roughly 1:1 

in hard fighting. Afghan Forces take 75% of the casualties and 

they are motivated and patriotic. Weôre making steady progress 

and Iôm optimistic weôll succeed.ò To illustrate that this pro-

gress has been effective in more ways than one, Stavridis quotes 

recent polling by Charney Associates, Society of Asia, and oth-

ers. ñRecent polling shows that the Afghan people are optimistic 

about the future of their country by about 60% and their army 

has an approval rating of over 80%.ò 

 With so many issues facing NATO, Stavridis has many 

short term goals that he hopes to see accomplished within the 

next year. ñTrain 300,000 Afghan Security Forces, deepen de-

fence cooperation with Russia, reduce NATO forces in the Bal-

kans to under 5,000, exercise effectively for Article V of the 

Alliance, put six ships on counter-piracy station throughout the 

year, stand up effective cyber cooperation between NATO and 

private sector partners and lay out a good missile defence C2 

scheme for Europe.ò 

 A firm believer that people need to do their best to un-

derstand each other, literally and figuratively, the Admiral 

speaks English, Spanish, French and is learning Portuguese. He 

is proud to be the first person from the Navy to be the Supreme 

Allied Commander Europe and hopes that heôs ñbrought a dif-

ferent way of looking at things that comes from his many years 

in the complex maritime environment.ò 

Roundtable with Dr. Ronald Deibert: The Geopolitics of Cyberspace  
By: Jonathan Preece, Research Analyst, SDF Intern 

On January 26 

the Atlantic 

Council of Can-

ada hosted a 

r o u n d t a b l e 

event with Dr. 

Ronald Deibert, 

Director of the 

Citizen Lab at 

the Munk Cen-

tre, University 

of Toronto. Dr. 

Deibert, a lead-

ing expert in the fields of internet censor-

ship, surveillance and information war-

fare, spoke on the rise of cyber espionage 

and the geopolitics of cyberspace. 

 He began his discussion by out-

lining two Citizen Lab investigations ti-

tled ñTracking Ghostnetò and ñShadows 

in the Cloud.ò These initiatives were suc-

cessful in uncovering two large-scale 

criminal operations and thus provide valu-

able insight into the hidden world of cy-

bercrime and espionage. 

 In both instances, the Citizen was 

able to gain backdoor access to computers 

being used to infiltrate and exploit in-

fected networks. This allowed investiga-

tors to determine what computers were 

being targeted and what type of informa-

tion was being extracted. Over the course 

of months, these investigations revealed a 

web of victims, spanning the globe and 

including international organizations, gov-

ernment agencies, multinational corpora-

tions, and major media outlets. In the case 

of the Shadows in the Cloud initiative, Dr. 

Deibert and his team discovered that the 

Indian Defence and Diplomatic establish-

ment had been seriously compromised as 

a range of documents marked secret and 

confidential had been systematically pil-

fered from government computers. Inter-

estingly enough, both investigations be-

gan with attacks against the offices of the 

Dalai Lama and concluded with links to 

computers in China ï although neither 

investigation directly implicated the Chi-

nese government. 

 These reports successfully con-

firmed what many analysts had long ex-

pected; that hidden beneath the surface of 

the digital world, there is a layer of geo-

political competition that is largely invisi-

ble to the average internet user. A nexus 

between state and non-state actors based 

on cyberespionage and crime has been 

firmly established. These investigations 

also confirmed that the techniques used to 

deliver complex computer viruses to tar-

get computers have been refined. Typi-

cally unleashed on unsuspecting com-

puters through email attachments, these 

malicious packages are becoming far 

more difficult to identify. Decoy messages 

now appear in proper English, are often 

written on stolen company letterhead, 

include lists of recognizable contacts, and 

are cleverly researched in order to trick 

recipients into clicking on the attachment 

or posted link. Once the virus has infected 

the recipientôs computer, it spreads to 

other computers via network connections 

and links infected computers back to the 

virusôs source for the purpose of exploita-

tion. Architects of virus programs use 

intricate schemes to hide their tracks, us-

ing hijacked computers located in other 

countries as staging points for their opera-

tions. As a result it is extremely difficult 

to conclusively link an attack back to any 

individual or an organization.  

 Dr. Deibert then went on to dis-

cuss the significance of these findings in 

larger geopolitical context. During the 

Cold War, governments built hugely ex-

pensive signals intelligence systems  

Dr. Deibert, Munk Centre, 
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 in order to gather and disseminate in-

formation from around the world. Al-

though these agencies are still active 

today, the world of signals intelligence 

and, by extension the world of cyberes-

pionage, has been democratized. No 

longer do you require access to com-

plex information sys-

tems and government 

satellites to gain entry 

into this world; all you 

need today is a laptop 

and an internet con-

nection. Demonstrat-

ing the accessibility of 

cybercrime and espio-

nage, Dr. Deibert 

pointed out that the 

ñGhost Ratò code 

which was the subject of the Ghostnet 

investigation, is available on the open 

internet and has been translated into 

numerous languages. Countless other 

programs of this nature can be 

downloaded free of charge or rented on 

a monthly basis. Some even offer round

-the-clock customer support for would 

be hackers. 

Dr. Deibert argued that the democrati-

zation of the digital world has come 

with a price: ñWe have immersed our-

selves and entrusted our information to 

ócloudsô and social networking services 

operated by thousands of companies of 

all shapes, sizes and 

geographical loca-

tions. We have turned 

our digital lives in-

side out in an elec-

tronic web of our 

own spinning, but 

have yet to fully ex-

perience its unin-

t e n d e d  c o n s e -

quences.ò While the 

digital revolution has clearly provided 

enormous benefits in terms of com-

merce, innovation and communication, 

it has also created an environment ripe 

for exploitation. A hidden criminal eco-

system now thrives off our insecure 

data sharing practices. As a result, ñ[t]

he market for the wares of the cyber 

criminal is expanding and broadening, 

moving from the dregs of identity theft 

and credit card fraud to the high power 

politics of interstate competition.ò 

 To understand the geopolitical 

significance of this trend, Dr. Deibert 

stressed that it is important to look at 

the history of the digital world. During 

the first phase of the digital revolution, 

the Internet was understood as a new 

global commons. The digital realm was 

predominantly characterized as a free 

exchange of ideas that allowed civil 

society to flourish and business to pros-

per. According to Dr. Deibert, the digi-

tal world entered its second phase 

around the turn of the century. At this 

point, governments began to develop an 

interest in intervening in cyberspace by 

introducing filtering techniques and 

exploring other methods of censorship 

and surveillance. We are now witness-

ing the third phase in this evolution as 

states are moving towards formally 

securitizing the digital world. Whereas 

cyberspace was once considered a force 

that could not be controlled or regu-

lated, this realm is now home to intense 

competition between state and non-

state actors alike. In other world, gov-

ernments have woken up to the fact that 

the Internet has become a source of 

insecurity as well as a tool for pursuing 

state interests. 

  

  

 While the digital world pre-

sents new security challenges in form 

of cybercrime and espionage, what con-

cerns Dr. Deibert most are the radical 

means that have been proposed to ad-

dress this insecurity. This counter trend 

towards securitizing cyberspace could 

have dangerous impli-

cations for global busi-

ness, human rights 

movements and other 

forces which make the 

internet such a power-

ful and unique me-

dium. In effect, 

Deibert argues, the 

international commu-

nity risks throwing the 

baby out with the bath-

water: ñFear is becoming the dominant 

driving force for a wide ranging move-

ment to shape, control and securitize 

cyberspace. This threatens to subvert 

[cyberspaceôs] core characteristics.ò As 

we move forward to deal with issues of 

cybersecurity, we must be careful not to 

encourage a spiraling arms race or im-

pose of heavy-handed controls. Such 

action could undermine the inherent 

benefits of cyberspace and lead to the 

gradual irrelevance of this medium by 

prompting people to disconnect from 

their digital lives. 

 Dr. Deibert concluded by ar-

guing that Canadaôs new 

policy on cybersecurity 

represents a step in the 

right direction. However, 

in a globalized world, no 

security issue can be 

remedied through a 

purely domestic ap-

proach. This is perhaps 

most true in the realm of 

cybercrime and espio-

nage as the entire world is linked 

through a thick web of communication 

and information technology. Alarm-

ingly, the mechanisms for international 

cooperation on these issues are non-

existence. For Dr. Deibert, the field of  

cybersecurity is in need of a global 

champion to set the tone and encourage 

dialogue. Perhaps this is a void that 

Canadian leadership could fill. 

 

ñThe market for the wares of the Cybercrimi-

nal are expanding and broadening moving 

from the dregs of identity theft and credit card 

fraud to the high power politics of interstate 

competitionò 

ñFear is becoming the dominant driving 

force for a wide ranging movement to shape, 

control and securitize cyberspaceò 
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 From January17-Feb 2, I trav-

elled with a group of Canadian university 

alumni to Egypt. We travelled with two 

tour guides ï one pro-Mubarak and one 

anti-Mubarak. From the first demonstra-

tion, Morad, the pro-Mubarak guide suc-

cinctly summed up the key dilemma: the 

demonstrators would never give up until 

Mubarak would leave office and more-

over be tried for his crimes. At the same 

time, Mubarak would never 

give up and would insist on 

dying on Egyptian soil. Mo-

rad was perhaps more right 

that any commentator over 

the next two weeks. By the 

time we were evacuated 10 

days later, Egypt was on 

Day 7 of mass demonstra-

tions and in the middle of a 

full -blown revolution in 

which the outcome was 

highly uncertain. 

 Our first real hint, 

beyond the BBC and Al 

Jazeera coverage, that the 

crisis was escalating was 

during our bus ride from the 

Egyptian port of Hurghada 

on the Red Sea to Luxor. 

Suddenly, as well as the security guard 

who was always placed at the front of the 

bus, we now also had a police escort. At 

this stage, our tour split into two groups. 

Half of our tour was heading back to 

Cairo on their way home. The rest of us 

were continuing down to Aswan for the 

Nile extension part of our program.  Over 

the next few days, we would hear horror 

stories from those fellow travellers who 

got caught up in the chaos caused by the 

revolution and had problems getting 

flights, finding airport hotels, and suffered 

ñsome of the worst of human behaviourò 

at the airport. 

 Our first stop on the Nile was 

Edfu, where we encountered demonstra-

tors and police with shields protecting the 

police station, as we made our way to the 

Edfu temple. As we went to reembark, a 

fight had broken out among the calesh 

drivers ï who like many in the tourist 

industry want stability - with the oncom-

ing anti-Mubarak demonstrators. Tourism 

employs 12 percent of the workforce and 

therefore many Egyptiansô livelihoods 

have been threatened. 

 That evening we arrived in 

Luxor, with the Valley of the Kings lit up 

in the distance, and were told that there 

would be no touristing the next day. When 

we awoke we were locked-up along the 

shore with about 40 other boats. That day 

our boat was moved three times along the 

shore and we were told that this was for 

our safety. The last place we docked was 

across from a small prison-like yard 

where we stretched our legs under the hot 

sun and the watchful eyes of armed secu-

rity guards. 

 The next 48 hours were chaotic. 

Communications were cut making logis-

tics near impossible. The National party 

headquarters and other government build-

ings in Luxor were set on fire, as well as 

the museum. The banks went down and 

no one could access money, the internet  

was closed and cell phones worked only 

sporadically.  BBC and Al Jazeera, which 

at any rate mostly neglected to report on 

events outside Cairo, were taken off air. 

Conflicting information and rumours 

came to us from staff who had limited 

contact with family and friends. The po-

lice left the streets, which in Luxor and 

other cities meant there was no security. 

1700 prisoners were said to have been let 

out of prisons.  More horror stories 

emerged from members of our group who 

had not been able to leave the airport. 

There was a call for general strike. My 

parents, who were on a different tour, 

were stuck in lockdown on a boat in As-

wan. We were all caught up in a 

drama of uncertainty and chaos 

in which no one knew the final 

act. 

 In the end, we had to 

leave our boat on the Nile. I 

was supposed to be spending 

the next week in Cairo conduct-

ing interviews at the Arab 

League. The problem was that 

at that point there were curfews, 

and planes were not arriving at 

or leaving from Luxor. The 

night before our departure, our 

incredibly cheerful and resilient 

leader hatched a plan for us to 

take a bus the next morning 

back to Hurghada on the Red 

Sea and arranged with the 

Greek captain of the boat we 

had previously sailed on to pick 

us up and sail us to either Israel or Jordan. 

Then, in the middle of the night, we re-

ceived a call that plans had changed ï it 

was too dangerous to drive to Hurghada 

without security ï and therefore we were 

going to have to try our chances at getting 

to Cairo.  

 Early the next morning at break-

fast, we had more news. The University of 

Queens affiliates in the group were going 

to be evacuated by private jet. An hour 

later, UBC agreed to do the same, empha-

sizing that UBC people were under no 

circumstance to go to Cairo. Then, in a 

dramatic finale for the10 remaining of us - 

five minutes before we were to head to 

Cairo - we were told that U of T lawyers 

had given the green light for us to also be 

evacuated. That evening, we made our 

way though a dark and empty city to the 

airport which was specially opened for us. 

Bypassing security, we rushed onto three 

A Personal Account of the Political Unrest in Egypt 
By: Dr. Nicole J. Jackson 

Protestors begin to gather in Edfu marketplace 
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private executive Qatar Airways 

jets and took off in the middle of 

the night for Qatar. 

 As a Russia and Central 

Asia expert, I see many com-

parisons between the Egyptian 

revolution and the so-called 

ñcoloured revolutionsò in the 

former Soviet Union. Kyr-

gyzstanôs second coup in April 

2010 is a good example of the 

opportunities and dangers that 

many countries undergoing 

revolutions face. In Kyrgyzstan, 

the coup resulted in ethnic vio-

lence and the displacement of 

hundreds of thousands of peo-

ple. Kyrgyzstan now has a shaky 

transitional government led not 

by the military but by the liberal former 

foreign minister Roza Otunbayeva. In a re-

cent referendum, the Kyrgyz people over-

whelmingly approved a new constitution 

which will replace the presidential system 

with Central Asiaôs first parliamentary de-

mocracy. Today, with ethnic tensions still 

high, and politics highly uncertain, Kyr-

gyzstan is getting ready for its first parlia-

mentary elections. In Egypt, a transitional 

regime led by the military is also preparing 

to re-write its constitution. Both countries 

have an uncertain future, but if all goes as 

planned, this Fall they will hold elections 

and begin transitions towards more just and 

prosperous societies. On the other hand, the 

true root of the word revolution is ñto re-

volveò and we may well see limited changes 

that lead these countries right back to where 

they were. 

 Kyrgyzstanôs neighbours, similar 

to Egyptôs are a mixed bag. However, over-

all, the responses of Central Asian leaders 

and Russia to the ócoloured revolutionsò 

have been to further entrench their regimesô 

power, some of them using violence or 

threats of violence to do so. Similar 

to Mubarakôs regime they have 

blamed ñforeign influenceò for inter-

fering in their states. At least in the 

short term, recent events in Egypt 

and the rest of the Middle East and 

North Africa, will likely further in-

crease Central Asian leadersô preoc-

cupation with internal stability, in-

stead of spurring them on to pursue 

change. The rising price of oil is also 

of great benefit to these oil rich re-

gimes. Putin has high approval rat-

ings and may well run again for 

President in 2012. The Central Asian 

states are firmly entrenched dynas-

ties with aging leaders that will soon 

face issues of succession. If they 

donôt all soon strengthen the rule of 

law and modernize their economies, they 

may suffer the fate of Mubarak or worse. 

 

 

Dr. Nicole J. Jackson is the author of 

ñRussian Foreign Policy and the CISò and 

is currently writing a book on Russian and 

Central Asian security issues. She is an As-

sociate Professor at Simon Frasor Univer-

sity and a Director with the Atlantic Council 

of Canada.  

Roundtable with Sven Spengemann:  

Iraq 2005-2010 - A Personal Retrospective  
By: Jonathan Preece, Research Analyst, SDF Intern  

Omnipresent in world news today are 

stories concerning nationhood and de-

mocracy. A popular referendum was 

held in Southern Sudan in January, 

moving the region closer to sovereign 

independence. In Egypt, two weeks of 

public demonstrations and protests 

recently ousted long-serving President 

Hosni Mubarak and set in motion the 

process of democratization. These pro-

tests were sparked by similar demon-

strations in Tunisia last month which 

led former president Zine al-Abidine 

Ben Ali to dissolve his government 

and flee the country. More recently, 

Yemenôs president Ali Abdullah Saleh 

announced that he would step down in 2013 in response to escalat-

ing unrest. Similar protests and demonstrations continue to play out 

in Jordan, Bahrain, Iran and Libya. In Canada, the state of democ-

racy in Afghanistan remains an important topic as Canada nears the 

end of its combat operations in that country. These stories have 

demonstrated the complexity of democratization and invoked de-

bate on the relationship between democracy, stability, development 

and human rights. It was from this backdrop that the Atlantic 

Council of Canada hosted a Roundtable with Sven Spengemann, 

Senior Constitutional Officer with the United Nations Assistance 

Mission for Iraq (UNAMI). 

 Having worked with the Iraqi parliament in Baghdad since 

2007 and previously served as UNAMIôs legal advisor (2005-

2007), Mr. Spengemann ï who spoke in his personal capacity ï 

provided a firsthand account of Iraqôs transition to democracy 

while mixing in some interesting anecdotes on life in the Green 

Zone. For those living in established democratic states, there is a 

Touristsô boats are left stranded on the Nile as Riots break out across Egypt 

Sven Spengemann,  
Senior Constitutional Officer with 

the United Nations Assistance 

Mission for Iraq 
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tendency to under appreciate the conditions that are necessary 

for democracy to flourish and the time that this takes to occur. 

Far from an inevitable progression, the road to consolidated 

democratic governance is often long and difficult. With this in 

mind, Mr. Spengemannôs analysis of recent developments in 

Iraq provided roundtable participants with a greater apprecia-

tion for the slow and often tumultuous process that is democ-

ratization.   

 According to Mr. Spengemann, the most recent de-

velopments in Iraqi history can be broken down into four 

stages; the final years of the Hussein regime, the American-led 

intervention in Iraq, the civil conflict that followed, and the 

reemergence of order and stability. Critical to this evolution, 

the process of democratization began to take root in Iraq in 

2005. In January of that year, preliminary elections were held 

to form a transitional government tasked with drafting a new 

Iraqi constitution. The interim government fulfilled its man-

date, as Iraqôs new constitution was ratified through a national 

referendum on October 15, 2005. Two months later, Iraq held 

parliamentary elections under the new constitution leading to 

the formation of a coalition government with Nouri al-Maliki 

serving as Prime Minister. Increased voter turn out, isolated 

election-related violence, and the implementation of key elec-

toral reforms that included mandatory representation for 

women in the Iraqi legislature, were signs of steady progress 

towards democratic consolidation.  

 However, despite these early steps, Iraq entered a 

period of heightened instability beginning in early 2006. 

Sparked by events such as the bombing of the Al-Askari 

shrine, a wave of sectarian violence and popular unrest swept 

across Iraq. In order to address the growing insurgency in Iraq, 

the United States initiated a highly publicized troop ósurgeô 

and the Iraqi government launched Operation Charge of the 

Knights to drive the Mahdi Army out of its stronghold in 

Basra. According to Spengemann, the US troop surge, coupled 

with al-Malikiôs willingness to cooperate on matters of coun-

terinsurgency, were vital to Iraqôs short-term stability and, 

ultimately, democratic evolution. Since the ceasefire agree-

ment between the Iraqi government and leaders of the Mahdi 

Army was reached in March 2008, Iraq has witnessed a phase 

of relative stability. While attacks against Iraqi security forces 

and government targets persist, Iraq continues to work towards 

democratic consolidation, an agenda which includes the 

strengthening of institutions and taking steps to weed out cor-

ruption.  

 On March 7, 2010 Iraq held a second set of parlia-

mentary elections leading to a slim victory for the Iraqi Na-

tional Movement, led by former Interim Prime Minister Ayad 

Allawi. Following this closely fought election, there were nu-

merous allegations of fraud. However, after a recount of sus-

pected ballot boxes, the Independent High Electoral Commis-

sion declared that no evidence of fraud had been found. Tense 

negotiations went on for months before, in December 2010, an 

agreement was reached on the formation of a new government, 

with Nouri Al-Maliki serving a second term as Prime Minister. 

 Still, Iraqôs transition to democracy remains in pro-

gress: despite the successes that have been reached since 2005, 

numerous challenges remain. The diverse and often competing 

interests represented in the Iraqi legislature and the dense web 

of agreements that underpin the current government speak to 

the complexity of Iraqôs political landscape. Managing these 

complicated relationships will be of critical importance as the 

Iraqi government tackles legislative issues related to oil reve-

nues, private sector development and institutional reform. As 

the United States continues to scale back its presence in Iraq, 

the countyôs success moving forward will depend to a large 

extent on the commitment of Iraqôs politicians to the democ-

ratic process, a commitment that should be supported through 

international partnerships. Mr. Spengemann espoused a sense 

of cautious optimism: the road to democracy in Iraq winds on. 

Atlantic Council President Julie Lindhout thanks  
Mr. Spengemann for taking part in this Roundtable 
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As a nation surrounded by three great 

oceans, Canadaôs maritime security has 

been of preeminent importance through-

out the countryôs history. Once boasting 

the worldôs third largest navy, Canadian 

forces were instrumental in the Allied 

victory during the Battle of the Atlantic 

and have since played a significant global 

role in maritime operations from the Arc-

tic Sea to the shores of Somalia. However, 

there has been recent concern that the 

nation has slipped into a state of 

ñmaritime blindness,ò characterized by a 

general lack of awareness concerning is-

sues of national and global 

oceanic security. Several re-

cent events should serve to 

shake off this slumber.  

The rapid melting of polar ice 

has heated up international 

disputes over maritime 

boundaries and the territorial 

status of the North West Pas-

sage. The Deepwater Horizon 

oil spill in the Gulf of Mexico 

provides an alarming re-

minder of the ecological risks 

that will accompany in-

creased resource extraction in 

the pristine Arctic environment. On the 

Pacific Coast, the illegal arrival of 492 

Tamil refugees aboard the MV Sun Sea 

demonstrates Canadaôs vulnerable posi-

tion as a prime target for human smug-

glers. In the Indian Ocean, the inability of 

international efforts to suppress Somali 

piracy exposes contemporary weakness to 

an ancient crime. Recognizing these and 

other challenges, the Atlantic Council of 

Canada seeks to contribute to the Cana-

dian and international dialogue through an 

invigorated focus on maritime security 

issues. As an introduction to this project, 

an overview is provided of some of the 

major challenges Canada faces in both 

territorial waters and far off seas.  

 

Arctic Sovereignty and Security 
  

 The contested future of the Arc-

tic is one of the first geostrategic issues to 

arise from effects of climate change. 

While the full potential of the Arctic is not 

entirely understood, it is speculated the 

region contains vast mineral and petro-

leum resources. One estimate contends 

that 25% of the worldôs undiscovered oil 

and gas deposits are located in the frozen 

North. Of central importance to the inter-

national debate are the benefits to global 

trade that would arise from an ice-free 

North West Passage. If predictions that 

the Canadian Arctic will be ice-free for 

most of its summer by 2015 prove accu-

rate, shipping times from East Asia to 

Europe could be dramatically reduced. 

The dramatically changing Artic environ-

ment has given a new sense of urgency to 

the resolution of territorial disputes. Can-

adaôs only land dispute concerns uninhab-

ited Hans Island, whose ownership is con-

tested by Denmark through Greenland. 

Maritime boundaries are disputed with the 

U.S over the Beaufort Sea and with Den-

mark over the Lincoln Sea. There are also 

competing claims to seabed rights that 

extend from Canadian, American, Rus-

sian, and Danish continental shelves. Ar-

guably the most pressing issue of Arctic 

sovereignty concerns the status of the 

North West Passage. The Canadian posi-

tion is that the sea route is an internal wa-

terway, giving the government the power 

to bar entrance to the passage, while other 

maritime powers argue that the waterway 

is an international strait for which rights 

of free passage should apply.  

In dealing with these disputes, the Cana-

dian Government has pursued diplomatic 

negotiations while also seeking to estab-

lish a more effective presence in the re-

gion. International cooperation has largely 

been positive. Ottawa was instrumental in 

establishing the Arctic Council in 1996 to 

act as a forum for Arctic nations to ad-

dress issues of common interest: such as 

climate change, the protection of indige-

nous populations, oil and gas develop-

ment, and scientific exploration. A col-

laborative effort to establish the extent of 

continental shelf claims will be submitted 

to a UN commission by 2013. While there 

has been much diplomatic progress, a 

glaring problem remainsðthe lack of an 

international forum to discus Arctic secu-

rity concerns. Peace and security issues 

were left out of the Arctic 

Councilôs mandate at U.S 

insistence, but it is possible 

that Canada could reintroduce 

this to the agenda when it 

takes over the Councilôs 

chairmanship in 2013. 

On the domestic front, Cana-

dian strategyðpopularized 

by the slogan ñuse it or lose 

itòðhas been to increase 

governmental and military 

presence, develop Arctic 

communities, and establish 

environmental guidelines. 

From a security perspective this has en-

tailed the creation of an army-training 

center in Resolute Bay, the expansion and 

modernization of the Canadian Rangers, 

and the procurement of larger icebreakers 

and other patrols ships and aircraft. North-

ern development has also been linked to 

sovereignty assertion. Michael Byers, a 

UBC professor and Arctic expert, con-

tends the best way to ensure Canadian 

sovereignty over the North West Passage 

is to develop the infrastructure and ser-

vices that foreign shippers will come to 

depend on. 

 

Environmental Protection 

 

 Of particular importance is the 

establishment of mechanisms to protect 

the sensitive Arctic environment. Ecologi-

cal risks stemming from oil spills, ship 

collisions, and ice trappings will become 

more pressing issues as mining,  

Canadian Maritime Security: A Guide to the Issues 
By: James Bridger 



701-165 University Avenue, Toronto, Ontario, Canada, M5H 3B8, Tel 416.979.1875, Fax 416.979.0825, info@atlantic-council.ca www.atlantic-council.ca 

March 2011 March 2011  99  

 
petroleum exploration, and transit expand. 

Preparations are being taken, an amend-

ment to the UN Convention on the Law of 

the Sea has increased Canadaôs pollution 

prevention jurisdiction by over half a mil-

lion square kilometers in the Arctic Sea. 

New regulations under the Canadian Ship-

ping Act require all vessels entering Cana-

dian Arctic waters to report in to the Coast 

Guard. While preliminary protective 

measures are in place, there remain areas 

where further improvement is needed. 

While Canada has set strict national stan-

dards for the shipping of oil, international 

guidelines, established by the Interna-

tional Maritime Organization, remain only 

voluntary. The Artic is not the only region 

where increased extraction will require 

new precautionary measures. Atlantic 

Canada will face a similar challenge as 

Newfoundlandôs offshore oil reserves are 

further developed.  

 

Illicit Trafficking  

  

 Moving to the Atlantic and Pa-

cific coasts, the primary concern for Ca-

nadian security is smugglingðbe it of 

drugs, weapons, or human beings. While 

international trade is the lifeblood of the 

Canadian economy, the annual arrival of 

460 million tons of cargo originating from 

over 160 states also makes the country a 

prime target for criminal traffickers. The 

complexity of this web often means that 

programs designed to curb illicit activity 

in one sector may only serve to relocate it 

elsewhere. For example, a domestic 

crackdown on the sale of chemicals and 

pharmaceutical drugs used as precursors 

in the manufacturing of MDMA (Ecstasy) 

and Methamphetamines has meant that 

these precursors are now smuggled to 

Canada in bulk, primarily from China and 

India. This has allowed transnational syn-

dicates to establish high-end drug produc-

tion facilities in Canada. In terms of fire-

arms trafficked into the country, the ma-

jority arrive overland from the U.S. How-

ever, the RCMP notes that maritime ports 

have increasingly been used as a points of 

entry, largely for American weapons, but 

also in smaller quantities from Europe and 

East Asia. 

 

Human Smuggling 

 

 Popular attention was focused on 

Canadaôs role as a target for human smug-

glers when, in the span of twelve months, 

two shipsðthe MV Sun Sea and MV 

Ocean Ladyðwere able to reach the West 

Coast and illegally unload over 500 refu-

gee claimants. While Canada prides itself 

on the acceptance of vulnerable refugees, 

human smuggling is a dangerous and ex-

ploitative enterprise. Mass, and often se-

cretive, arrivals make it difficult for au-

thorities to properly investigate and vet 

new immigrants. The RCMP estimates 

that human smuggling syndicates rake in 

$10 billion in annual profits. The money 

required to reach Canada, roughly 

$20,000-60,000, is extorted from immi-

grants and their families, often in a violent 

manner. Public Safety Minister Vic 

Toews notes that criminal smuggling net-

works are now broadening their opera-

tions with new bases and points of depar-

ture and arrival. 

 Combating human smuggling is 

a sensitive endeavor, as policies need to 

be developed that punish traffickers with-

out turning away legitimate refugees. Less 

controversial than a reform of refugee 

laws is an enhanced Canadian capacity to 

monitor smuggling networks and disrupt 

their operations. This strategy calls for an 

increased Canadian presence overseas 

through improved bilateral and multilat-

eral operations. This policy of ñpushing 

borders outò has seen Canadian police and 

intelligence services form partnerships 

with their affiliates in Australia and South 

East Asia. There has been particularly 

close collaboration with officials in Thai-

land, as the country is a major transit 

point for smuggling activities 

 

Somali Piracy 

 

 Melting Arctic passages, oil 

spills, and criminal trafficking networks 

are modern challenges that have accompa-

nied industrial development and global-

ization. However, the twenty-first century 

has also seen the resurgence of the 

worldôs oldest maritime security dilemma. 

Asked five years ago about the threat 

posed by piracy, many Canadians would 

have laughed it off as a hazard banished to 

the dustbin of history. Yet in 2010, pirates 

emanating from one of the worldôs poor-

est countries captured over 1000 hostages 

and cost the global economy an estimated 

$7-12 billion. Canada, as part of NATOôs 

Operation Ocean Shield, is one of over 

thirty states that have contributed to inter-

national counter-piracy operations. While 

these efforts have reduced the number of 

attacks occurring in the Gulf of Aden, the 

Somali pirate gangs have extended their 

geographical range in all directions. Jack 

Lang, a counter-piracy advisor to the UN, 

warns that the pirates are becoming ñthe 

mastersò of the Indian Ocean.  

Suppressing the piracy epidemic has 

proven to be a daunting task for the inter-

national community. While naval patrols 

have saved many ships, they do not ad-

dress the root cause of the problem and 

are ultimately unsustainable at the cost of  

$2 billion a year. The majority of captured 

pirates are soon released as Western gov-

ernments have little appetite for bringing 

them home to stand trial and the justice 

systems of local partners, such as Kenya, 

have already become overburdened with 

suspected pirates. The realization that ñthe 

solution lies ashoreò is a common refrain 

in policy circles, but numerous attempts to 

reconstitute a Somali state have born little 

fruit over the last two decades. In the 

mean time, mariners must brace them-

selves for an intensified round of attacks 

as the monsoon seasonða natural bul-

wark against piracyðcomes to an end in 

early spring. 

 


